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ARTICLES

DON’T ASK, DON’T SELL:

The Criminalization of Business
Information-Gathering in China and the
Case of Peter Humphrey

Donald Clarke”

The case of Peter Humphrey and Yu Yingzeng, convicted in China
on August 2014 on charges of unlawful acquisition of personal informa-
tion of citizens (PIC), raises important issues about Chinese law. A narrow
but important issue is how Chinese law draws the line between lawful and
unlawful acquisition of information, a practice routinely carried out by
businesses and individuals. This article examines the trial transcript and
judgment in the Humphrey/Yu case and finds that it sheds regrettably little
light on what remains a murky question. The judgment ignored the issue
entirely, finding in effect that the collection of PIC was per se unlawful.

A broader issue is whether the Chinese legal system can be counted
on to operate in a fair and impartial manner. This article presents the re-
sults of a study of all reported cases in Shanghai (ninety-two cases) involy-
ing the same provision of the Criminal Law that was the basis of the Hum-
phrey/Yu conviction. It finds that the Humphrey/Yu sentences are outliers
relative to other cases with comparable facts. In particular, Humphrey’s
sentence of thirty months’ imprisonment was by far the heaviest sentence
ever meted out by Shanghai courts on this charge, even though the circum-
stances seem conspicuously less serious than those of many other cases
where lesser sentences were imposed, thus lending support to the theory of
selective prosecution.
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INTRODUCTION

On August 16, 2013, the husband-and-wife investigators Peter
Humphrey, a UK citizen, and Yu Yingzeng, an American citizen, were
arrested in Shanghai in connection with an investigation their con-
sulting firm, ChinaWhys,! had been undertaking for the drug company
GlaxoSmithKline (“GSK”).2 Almost exactly a year later, on August 8,
2014, the Shanghai First Intermediate People’s Court found Humphrey
and Yu guilty of violating Article 253, Paragraph 4 of China’s Criminal
Law (the “Criminal Law”),> which criminalizes the unlawful acquisition
(AE¥2:3KH) of personal information of citizens (A AN A5 ) (“PIC”).4

1. ChinaWhys is described on its web site as “a risk management consultan-
cy” that provides, among other things, commercial investigation services to corporate
clients. See Peter Humphrey: Managing Director of ChinaWhys, CHINAWHYs, http://
chinawhys.com/peter.htm [https://perma.cc/RK73-RHGIJ] (last visited July 29,2015).

2. See David Barboza, In China, British Investigator Hired by Glaxo, and Wife,
Sentenced to Prison, N.Y. TIMEs (Aug. 8, 2014), http://nyti.ms/1ShcosY [hereinafter
Barboza, Investigator Sentenced to Prison]; Clifford Coonan, British Investigator Peter
Humphrey “Regrets” Illegal Data Scam on China TV, INDEP. (Aug. 27,2013), http://ind.
pn/1fI7tQ1 [https://perma.cc/YSS5V-HE9B].

3. Zhonghua Renmin Gongheguo Xing Fa ({4 A RILFIE %) [Criminal
Law of the People’s Republic of China] (promulgated by the Standing Comm. Nat’l
People’s Cong., Mar. 14,1997 as amended through Feb.25,2011) [hereinafter Criminal
Law].

4. My information about the trial proceedings comes from my review of (a)
what purports to be the transcript of the trial (“Trial Transcript”) (which may or may
not be complete) posted on the court’s weibo (similar to Twitter) feed and available in
collated form at Donald Clarke, Weibo Transcript of Peter Humphrey Trial, CHINESE
L. Pror BLoG (Aug. 8,2014), http://bit.ly/trialtranscript [https:/perma.cc/Y77X-PAES]
[hereinafter Clarke, Trial Transcript]. My information also comes from my review of
(b) the text of the judgment of the Shanghai First Intermediate People’s Court, 2014
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They were found to have acquired 256 items of PIC, including domicile
registration information, border entry and exit records, and mobile tele-
phone communications records.” Humphrey was sentenced to two years
and six months of imprisonment and fined 200,000 yuan, while Yu was
sentenced to two years and fined 150,000 yuan.® In mid-June of 2015,
Humphrey was formally released seven months early, apparently on
grounds of ill health.” Yu was released at about the same time, and the
couple finally left China for the UK on June 16,2015.8

The Humphrey/Yu case raises two important issues, one narrow
and one broad. The narrow issue is one that is critical for foreign, or
indeed Chinese, businesses engaging in the collection of information:
what is the line between legal and illegal information-gathering? Some
types of information-gathering would be considered legitimate, normal,
and lawful virtually anywhere —for example, reading newspaper reports
about a rival’s business strategies.” Other types would be considered il-
legitimate and unlawful virtually anywhere —for example, breaking into
a rival company’s safe to steal secret blueprints. The Stern Hu case, in
which an employee of the Australian mining company Rio Tinto was
convicted of theft of commercial secrets, raised but did not resolve this
issue.!? The judgment spent a great deal of time showing that Hu had ob-
tained information about Chinese steel companies with which Rio Tinto

Hu Yi Zhong Xing Chu Zi 127 Hao, Aug. 8, 2014 [hereinafter Trial Judgment]. The
latter document came into my hands from a confidential source and is not posted, as
it should be, on the court’s web site. I believe it is authentic. Needless to say, matters
stated as fact by the prosecution, the defense, or the court in the transcript and the
judgment, whether related to the allegations or to the proceedings themselves, cannot
be uncritically accepted as true. As of the date of this article, my source has not autho-
rized me to release my copy of the Trial Judgment.

5. SeeTrial Judgment, supra note 4, at 2.

6. See Barboza, Investigator Sentenced to Prison, supra note 2; Trial Judgment,
supra note 4, at 11.

7. See David Barboza, British Investigator Hired by Glaxo Is Freed from China
Prison, N.Y. TiMes (June 9, 2015), http:/nyti.ms/1B07A3x [hereinafter Barboza, In-
vestigator Freed from Prison]. Humphrey was in fact held incommunicado for sev-
eral more days following his formal “release.” See Michael Sheridan, Inside the Chi-
nese Gulag, SUNDAY Times (July 12, 2015), http://thetim.es/1e APOnJ [https://perma.
cc/6GCU-UNYS].

8. See Sheridan, supra note 7.

9. Actually, even this can be problematic in China. The prosecution in the
Humphrey/Yu case accused them of “monitoring” (%) individuals but introduced
no evidence as to what the “monitoring” consisted of or why it was unlawful. The
defendants contended that the prosecution had read English-language material that
referred to the monitoring of individuals and meant simply following news reports,
but had mistranslated the term into the more sinister-sounding i #%. See Clarke, Trial
Transcript, supra note 4.

10. See Michael Sainsbury, Rio Tinto’s Stern Hu Jailed for 10 Years, AUSTRALIAN
(Mar. 29,2010, 6:53 PM), http://bit.ly/1GWrOaf [https://perma.cc/47TH-U2EM]; John
Garnaut, A Year On, Secrets, Lies and Corruption Remain at the Heart of Rio Tinto
Case, SYDNEY MORNING HERALD (July 6, 2010), http://bit.ly/1IIMPQq7 [https://perma.
cc/J9QOB-VGLS].
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was negotiating, and that those companies would rather Hu had not ob-
tained such information. But it spent virtually no time showing that Hu
had used illegal means to do so. It spoke vaguely of bribery, but Hu was
not even charged with bribery, to say nothing of being convicted of it.!!

The Humphrey/Yu case presented a similar issue. Although there
was no question that the defendants had acquired information that fell
within the definition of PIC,"? the law criminalizes the acquisition of PIC
only when the means used are unlawful. Governments, businesses, and
individuals hold vast amounts of personal information about other citi-
zens, and the law should not and does not criminalize such holding in all
cases. Consequently, it is critical for those in the business of information
gathering—not an illegitimate activity per se—to know where the law
draws the line.”* Regrettably, as will be discussed below, the Humphrey/
Yu case sheds no light on this issue whatsoever; the court, the prosecu-
tion, and the defense all seem to have ignored it entirely. In addition, the
prosecution and the court ignored the important issue of whether Article
253 applied to the facts of this case at all.**

The broad issue raised by the case is whether the Chinese legal sys-
tem can be counted on to operate in a relatively fair, impersonal manner,
or can instead be used as a tool by powerful parties to punish their en-
emies. One of the rumors swirling around the case held that Humphrey
and Yu had, in their investigations, offended a person with former ties
to GSK who had powerful connections within China’s political-legal ap-
paratus (7% £ 4t) and that the case against them was one of selective
prosecution. Similar concerns were raised in the Stern Hu case: while
Hu was convicted of receiving bribes, no prosecutions were ever brought
against those who had given the bribes.

This article will not attempt to assess the truth of this rumor. What
it will do, however, is examine all other reported convictions in Shanghai
for the same offense to see if any features of the Humphrey/Yu case ap-
pear to be outliers. As will be shown, the sentences meted out to Hum-
phrey and Yu appear to be disproportionately harsh when the underlying
relevant facts are compared with those in other cases.

11.  The text of the judgment in Chinese, as well as an imperfect but serviceable
translation, can be found at Michael Sainsbury, “Conflict of Interest” in Focus in Trial
of Rio Tinto’s Stern Hu, AUSTRALIAN (April 19,2010, 5:03 PM), http:/bit.ly/IMSY2Zg
[https://perma.cc/H7YX-YD2C].

12. The definition of PIC is discussed in Part I1.B infra.

13. For accounts of the difficulties and dangers of doing due diligence in China,
see Jane Perlez, In China, the Dangers of Due Diligence, N.Y. TiMEs (Sept. 13, 2013),
bit.ly/chinaduediligence; see also Gordon Chang, China Criminalizes Collection of In-
formation in Glaxo Case, ForBEs (Aug. 10, 2014, 12:15 PM), http://onforb.es/1Iraake
[https://perma.cc/HSUL-MKYB]; Kathryn Hille, Peter Humphrey Case Shows Effects
of China’s Tightened Privacy Laws, FIN. TIMEs (Aug. 29,2013), http://on.ft.com/1KxY-
WtU [https://perma.cc/Z4PH-CFXD].

14. See the discussion in Part II.A infra.

15. See Garnaut, supra note 10.
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This article proceeds as follows. Part II discusses the dataset on
which the analysis is based. Part III discusses legal issues in the case,
in particular (a) whether Article 253 should be construed to cover the
Humphrey/Yu case at all, as well as (b) the importance of the issue of un-
lawfulness of means when acquiring PIC and the failure of the Shanghai
court to clarify, or even acknowledge the existence of, the issue. Part IV
presents the results of an extensive analysis of all reported convictions
in Shanghai for the crime of illegally acquiring PIC from 2009, the year
this crime was written into the Criminal Law, until August 14,2014. Part
V presents a conclusion. It finds that in its disappointing failure to ana-
lyze the key legal issues in the crime of unlawful acquisition of PIC, the
Humphrey/Yu case is typical of other cases involving the same crime. At
the same time, however, the case is a clear outlier when it comes to the
sentences imposed, given the facts alleged by the prosecution and found
by the court. It is thus consistent with the suspicion that it was a matter
of selective prosecution.

I. Case Dara

In order to understand how Shanghai courts have treated legal is-
sues and factual circumstances in other cases involving the same charges
of unlawful acquisition of PIC, I examined all reported trials in Shanghai
on such charges between 2009, when the act became a crime,'® and Au-
gust 14,2014. The dataset consists of ninety-two cases with over 200 de-
fendants.”” I examined only Shanghai cases because while one might not
expect much consistency nationwide, it is reasonable to expect consis-
tency within a highly developed, urban provincial-level jurisdiction such
as Shanghai. Gross inconsistency in such a setting, if present, is therefore
less likely to be accidental. Shanghai is also the provincial-level jurisdic-
tion with the most cases of this crime.' The cases were examined for data
about prison sentences (both fixed-term imprisonment (5 #4E ) and
detention (#]1)), fines, amount of PIC acquired, the nature of the PIC,
the source of the PIC, the price paid for the PIC, the means employed in
acquiring the PIC, and any profits gained from the PIC.

16. See Zhonghua Renmin Gongheguo Xing Fa Xiuzheng An (Qi) (4 A Rt
FEMNZEIEZE () [Amendment to the Criminal Law of the People’s Republic
of China (Seven)] (promulgated by the Standing Comm. Nat’l People’s Cong., Feb.
28,2009) (China) [hereinafter 2009 Amendment].

17 Only one of the defendants seems to have been found innocent. The vast
majority received punishment of some kind. A few were explicitly declared exempt
from punishment for various reasons. For a very small number of defendants (always
members of a group), the judgment mentions them at the beginning but does not state
their ultimate fate.

18. During the period of time examined, there were ninety-two cases in Shang-
hai, thirty-seven in Zhejiang, twenty in Henan, nineteen in Beijing, and sixteen in
Guangdong. Other provincial-level jurisdictions had fewer than ten each.
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The cases were gathered from the Pkulaw.cn legal database main-
tained by Beijing University.”” All cases were given an abbreviated En-
glish name, and all references to cases will use those English names.” See
Appendix A for a full citation, in both English and Chinese, and the URL
of the case on the ChinaLLawInfo web site; see Appendix B for a summary
of information about the cases.

II. Dip THE Facts AS ALLEGED CONSTITUTE A CRIME UNDER
ARTICLE 2537
A. Does Article 253 Apply to Humphrey and Yu at All?

Article 253 of the Criminal Law originally criminalized misconduct
by postal and telecommunications employees, such as opening or losing
messages or stealing from packages. In 2009, new language labeled Arti-
cle 253 A was added protecting citizens’ personal information more gen-
erally.* Like the original Article 253, it was aimed at persons who had ac-
cess to information through their work in institutions (such as hospitals,
schools, and financial institutions) that engage in the extensive collection
of personal information. Thus, it is not clear that the part of Article 253
under which Humphrey and Yu were charged and convicted —that is, Ar-
ticle 253 A—was intended to apply to people like them or to their com-
pany at all.

The new Article 253 A reads in its entirety as follows:*

[3] Any staff member of a state organ or an entity in such a field as

finance, telecommunications, transportation, education or medical

treatment who, in violation of state provisions, sells or illegally pro-

vides to others personal information on citizens that was acquired

during the organ’s or entity’s performance of duties or provision of

services, shall, if the circumstances are serious, be sentenced to fixed-

term imprisonment of not more than three years or criminal deten-

tion, and/or be fined. (EZKHICHH &Rl G, L. #F. E

JAF AL AN B, R E R E, KA AL AL AT I DT i 12

B SHEREFRA ARDMAGE, W EE ARAR S,

TV, A=A NI BT A, AL e AR TG )

[4] Whoever illegally acquires the aforesaid information by stealing

or any other means shall, if the circumstances are serious, be pun-

ished under the provisions of the preceding paragraph. (57H(EL#

19. The website is at http://pkulaw.cn.

20. To avoid confusion with other sources, abbreviated case names will be pre-
sented in italics (e.g., Mu 2014).

21. See 2009 Amendment, supra note 16. Although the relevant amending doc-
uments call for the addition of a new Article 253 A containing the new language, and
recent amending documents confirm that it should be considered a separate article,
official copies of the Criminal Law include the new language as merely additional
paragraphs in Article 253. Thus, I will generally speak of the relevant language as be-
longing to Article 253 unless it is clearer to refer to Article 253A.

22. I have added paragraph numbers; they indicate the position of the para-
graph within Article 253.
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DL A 75 AR VAR I E R AR UL, 1 B, AT 3 A R e Ak

Tifo )

[S] Where an entity commits either of the crimes described in the
preceding two paragraphs, it shall be fined, and the person in charge
who is directly responsible and other directly responsible persons

& R

shall be punished under the applicable paragraph. (¥.47 31 i F6 E

FY, X ERAT AR T <, IR B 00T 0 A LR R DT

NG, WHAZR e b 1. )

It seems clear that Article 253A is aimed at cases where an orga-
nization legitimately acquires information about citizens in the course
of its functions, and an employee then sells that information to others
behind the organization’s back. That is what Paragraph 3 is about, in any
case, and it applies to suppliers of information. Although the prosecution
made much of Humphrey and Yu being suppliers of personal informa-
tion (to their clients),? it seems quite a stretch to apply Paragraph 3 to
them. First, they were not charged with unlawfully supplying PIC to any-
one.* Second, the organization of which they were staff members was
their own company, ChinaWhys; they cannot be said to have misappro-
priated information from it.

Humphrey and Yu were convicted under Paragraph 4. But note that
while Paragraph 4 applies to receivers of information, it is still limited
to “the aforesaid information,” i.e., the type of information referred to in
Paragraph 3: information acquired by some organization in the course
of performing its functions. Thus, it does not apply to all cases in which
someone illegally acquires personal information. For example, if a bur-
glar breaks into a house and steals the homeowner’s address book, that
could well be deemed the acquisition of personal information about citi-
zens through unlawful means, but it is not “the aforesaid information.” If
Paragraph 4 was meant to cover PIC in general, it is hard to understand
why it does not simply say so, instead of saying “the aforesaid informa-
tion.” It is of course possible that Humphrey and Yu acquired some per-
sonal information through illegal means, but neither the transcript nor
the judgment show any effort by the prosecution or the court respective-
ly to show that it was in the category of information “acquired during the
organ’s or entity’s performance of duties or provision of services”

In 2013, the Supreme People’s Court, the Supreme People’s Procu-
racy, and the Ministry of Public Security issued a joint notice® about this

23. See Clarke, Trial Transcript, supra note 4.

24. Somewhat troublingly, the prosecution devoted considerable time during
the trial to arguing that they had done so; since the issue was entirely irrelevant to the
charges brought against them, it was purely prejudicial and not probative.

25. Guanyu Yifa Chengchu Qinhai Gongmin Geren Xinxi Fanzui Huodong
de Tongzhi (OCTHRVEEAMR A RA N EJLFRIE )M %) [Notice on Punishing
According to Law Criminal Activities that Infringe on Citizens’ Personal Informa-
tion] (promulgated by the Supreme People’s Court, Supreme People’s Procuratorate
& Ministry of Public Security, Apr. 23,2013, http://www.law-lib.com/law/law_view.as-
p?id=429958 [https://perma.cc/UF98-9BJF] (China).
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particular crime, but it does not change the above analysis. If anything, it
underscores the point that the revised Article 253 was about something
quite different from what Humphrey and Yu were doing. It was about
the problem of employees of various institutions that hold a great deal
of personal information selling that information on a massive scale to
middlemen who would then resell it to what the notice called “illegal” in-
vestigative companies for purposes such as “illegal” debt collection. (I do
not know where the line between legal and illegal is in the above cases.)

Duan Wanjin, a lawyer for Humphrey, in fact argued that the source
of the information did not meet the requirements of the law: that it was
not “the aforesaid information” referred to in the statute.”® Neither the
prosecution nor the court addressed this argument, even just to dismiss
it. But although this failure to address the issue is unfortunate, it does not
appear to be unusual in the Shanghai court system. Even though there is
very respectable scholarly support for the narrow reading of “the afore-
said information,””” Shanghai courts have never adopted this reading. In-
stead, they have adopted an expansive view that equates “the aforesaid
information” with PIC fout court, and have held defendants criminally
liable even where there was no finding on the source of the information.?

B.  What Constitutes “Personal Information of Citizens”?

Three views exist among Chinese legal scholars as to what consti-
tutes PIC. One view defines PIC as any information that enables one to
discern the individual identity of a person—for example, name, occupa-
tion, position, age, marital status, education, professional qualifications,
work experience, address, telephone number, credit card number, finger
prints, or online username and password.” A second view limits PIC to
information closely related to citizenship and personality, owned by the
person, unrelated to public life, and unknown to the general public.® A

26. See Clarke, Trial Transcript, supra note 4, Part 20.

27 See Zhao Bingzhi (B &) & Wang Dongyang (T4 FH), Xinxi Shidai Geng
Ying Qianghua Renquan Baozhang (5 BN AXTE N 584k AAUFRFR) [We Should Protect
Human Rights Even More in the Information Age), Fazut Risao (%l Hil) [LEGAL
Sys. Dairy] (Mar. 4, 2009), http://bit.ly/IShxWWB  [https:/perma.cc/MUSU-5JN3]
(Sohu news site) (“[F]or example, if [the actor] uses web technology or other methods
[to] illegally acquire[] personal information from the individual citizen, even if the
amount of unlawfully acquired information is huge, it cannot be considered to consti-
tute this crime.”).

28. For an academic view advocating this broader reading that dispenses with
the inquiry into source, see Wang Zhaowu (LEHHI) & Xiao Kai (H8l), Qinfan Gong-
min Geren Xinxi Fanzui Rending Zhong de Ruogan Wenti (1 38 R A5 BALTRIA
TE AT #) [Several Issues in Determining the Crime of Infringing Upon Citi-
zens’ Personal Information], FAXUE (¥%°#) [JURISPRUDENCE], no. 12,2009, at 146, 149.

29. See Huang Taiyun (3K =), Xingfa Xiuzheng An (Qi) Jiedu (N5 1EZ(
L)f#E) [An Interpretive Reading of the Seventh Amendment to the Criminal Law],
RENMIN JiaNcHA (A [R5 %%) [PEOPLE’S PROCURATORATE], no. 6,2009, at 5, 15.

30. See Wang & Xiao, supra note 28, at 147 This view incorporates a kind of ex-
pectation-of-privacy analysis into the definition of PIC, with four theories on how the
expectation could be established: (1) a pure subjective test; (2) a pure objective test;
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third view is much broader: PIC is any information, existing in any for-
mat, that relates to a person and that can also identify a specific individu-
al—that is, any information, data, or circumstances concerning a person.*
The Shanghai courts appear to have adopted the broadest defini-
tion: any information concerning a person is PIC for purposes of para-
graph 4. No Shanghai case has inquired into expectation of privacy. The
Humphrey/Yu case does not appear to be unusual in this respect.

C.  The Requirement of Unlawfulness of Method

While Paragraph 3 of Article 253 covers those who supply PIC, it
does not cover those who acquire it. Only Paragraph 4 does that,* and it
covers only the unlawful acquisition of PIC. But one of the most disturb-
ing aspects of the proceedings is the almost complete lack of attention
paid to this critical element of the crime with which Humphrey and Yu
were charged. This murkiness surrounding the requirement of unlawful-
ness represents a significant threat to anyone engaged in the business of
collecting information, even for purposes generally considered legitimate.

In the vast majority of cases in the dataset, covering 139 defen-
dants, the PIC was acquired by purchase. Seventeen of the defendants
traded PIC for other PIC., six acquired PIC by theft, four acquired PIC
by stalking an individual, and three acquired PIC through some kind of
trick. Thirty-one defendants were found to have “acquired” (3k1X) PIC
without a discussion of method. In those cases, the court usually used the
phrase “unlawfully acquired,” without any discussion of the unlawfulness.

Because Paragraph 4 does not criminalize the mere acquisition of
PIC but attaches a condition of illegality to the method, it is necessary to
determine what methods are illegal. Although Paragraph 3 makes sell-
ing PIC illegal under the conditions stated, Paragraph 4 mentions only
theft, but not purchase or mere receipt.*® No doubt acquiring PIC by
fraud or hacking would be covered, assuming the specific acts in question
were per se illegal** Nevertheless, Shanghai courts have in many cases
found defendants guilty of unlawful acquisition where the information

(3) a mixed test, where there must be both an objective and actual subjective expec-
tation of privacy; and (4) a disjunctive test, where either a subjective or an objective
expectation of privacy is sufficient.

31 Seeid.

32. Paragraph 5 of Article 253 merely duplicates the effect of Paragraphs 3 and
4 as applied to entities other than individuals.

33. Two commentators have suggested that a purchaser could be liable under
Paragraph 3 on a theory of accomplice or co-conspirator liability for the seller’s viola-
tion, but this does not make liability under Paragraph 4 any clearer. See Wang & Xiao,
supra note 28, at 152-53.

34. See Li Ziping (FIF°1") & Zhou Jianda (#@IE), Feifa Huoqu Gongmin
Geren Xinxi Zui “Qingjie Yanzhong” Chu Lun (FEEEFRI A BRA NAF DR A5 T =&
WIit) [A Preliminary Discussion of “Serious Circumstances” in the Crime of Unlaw-
ful Acquisition of the Personal Information of Citizens|, FAXUE PINGLUN (V£24V118)
[JurisPRUDENCE REVIEW], no. 175,2012, at 146, 151-52.
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was purchased, without a specific finding that the purchase was in some
way unlawful.

For example, although legal scholars did not expect Paragraph 4 to
reach creditors seeking to locate debtors,*® Shanghai courts have found
private investigators engaged in debt collection activities guilty under
Paragraph 4 without any inquiry into the lawfulness of their methods.*
The failure of the Shanghai courts in general and the Humphrey/Yu court
in particular to shed any helpful light on the issue of unlawfulness of
method may be regrettable, but it is not unusual, and so the Humphrey/
Yu case cannot be considered an outlier in that respect. Still, the court’s
treatment of the facts warrants discussion.

Although there was very little disagreement about the facts in this
case, much of the trial—well over half—was devoted to establishing
things that were not really in question. The critical question is what the
legal effect of those facts should be. For example, the prosecution devot-
ed some time to establishing that ChinaWhys’s projects had code names.
What this has to do with the charges was not made clear. The prosecution
also apparently thought the following facts needed to be established and
were important:

¢ The defendants or their agents had bought and sold informa-
tion. The prosecution’s main accusation was that the defendants had paid
Zhou Hongbo, Liu Yu, and Cai Zhicheng from 800 to 2,000 yuan per
item for a total of 256 items of PIC, including information about domicile
registration, border entry and exit records, and mobile telephone num-
bers,”” and had then compiled investigation reports and sold this infor-
mation to clients.®

e The defendants or their agents had hired people to watch a
target. (Note that as far as the evidence showed, the watching involved
someone sitting outside the target’s office for three hours.)

¢ The defendants had followed (#i5) people.

e The defendants had “monitored” (}i#%) people. (No evidence
was introduced on this point; the defense’s response was that the pros-
ecution got this idea from a misunderstanding of the term “monitoring”
used in ChinaWhys’s reports, where it simply meant things like tracking
news about a company or individual.)

¢ The defendants had hired a non-mainland (534}) company to
engage in following and monitoring targets. (This was part of the pros-
ecution’s legal argument and was not supported by any evidence intro-
duced in the factual part of the trial.)

¢ The defendants or their agents had pretended to be relatives or
clients of various people when seeking information.

35. See Wang & Xiao, supra note 28, at 153.

36. See, e.g., Xue 2012, XXX 2012b.

37 See Trial Judgment, supra note 4, at 2.

38. Note, however, that Humphrey and Yu were not formally charged with the
unlawful sale of PIC.
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¢ The defendants had, between January 2009 and June 2013, per-
formed consulting services for 78 clients and received almost 21 million
yuan in fees. Some specific clients—not including GSK—were named in
the judgment.”

¢ The defendants had an illegal purpose in collecting the informa-
tion. (The prosecution did not say what that purpose was. The defense
argued that their purpose was to conduct their business and was not
illegal.)

The prosecution did not, however, make any argument or cite any
authority in support of its assertion that these methods were illegal. Nev-
ertheless, the court seems to have taken it for granted that these methods
are indeed illegal. Indeed, in the judgment, the court specifically said,
“The two [defendants] knew that to acquire personal information of cit-
izens by means of purchase is unlawful.”# This is of tremendous signif-
icance. If buying and selling cell phone numbers is illegal, for example,
then many individuals and companies in China are criminals.

The response of the defense to this issue of illegality of methods
seemed ambivalent. In some places in the transcript, the defense argued
that the defendants merely paid for investigative services, which is not
prohibited by law. Thus, the requirement of illegality of method was not
met. Elsewhere, though, the defense made what seem to be astonishing
concessions. According to the judgment, the defense conceded that the
acts in question were unlawful, but argued that the defendants did not
know they were unlawful at the time and that the circumstances were
not serious.* The transcript quotes one of the defendants’ attorneys, Zhai
Jian, as saying, “The acts of the defendants in this case are unlawful, be-
cause neither individuals nor commercial entities have the right to ac-
quire citizens’ personal information about their families, their entering
and leaving the country, and their mobile phone communications via the
method of paying for it.”#> Zhai goes on to say that in pre-trial confer-
ences with the defendants, he ascertained that in their own countries, in-
formation on entering and leaving the country as well as mobile phone
communications are considered strictly private, and “therefore the defen-
dants’ collecting of such information is unlawful.”#

This argument seems questionable in a number of respects. First and
most obviously, what other countries do cannot determine Chinese law,
although it may bear on whether the defendants thought they were do-
ing something wrong. Second, this statement conflates the issue of what
counts as PIC with the issue of whether collecting it is unlawful. Article

39. See Trial Judgment, supra note 4, at 5-6.

40. See Trial Judgment, supra note 4, at 9.

41. See Trial Judgment, supra note 4, at 3. On the relevance of serious circum-
stances, see the discussion in Part II1.B, infra. Confusingly, the judgment at one point
seems to say that the defendants admitted they knew that it was unlawful to purchase
PIC. See Trial Judgment, supra note 4, at 9.

42. 'Trial Transcript, supra note 4, Part 26.

43. Trial Transcript, supra note 4, Part 26.
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253 criminalizes only the unlawful collection of PIC, so deciding that some-
thing should be considered PIC does not end the inquiry into criminal lia-
bility. Third, and most important, Zhai is as silent as the prosecution on the
source for his statement about the applicable law. It is sometimes said that
in China, everything not specifically permitted is forbidden, but this is re-
ally nothing more than a jest. No legal system could possibly function this
way. Chinese law does not specifically permit any of the millions of actions
Chinese citizens take every day, from brushing their teeth to watching Ko-
rean soap operas; that does not make these citizens criminals. A statement
that it is unlawful to do something needs support. Again, if Zhai and the
prosecution are right about this, China is awash in criminals whose offenses
are far worse than those of Peter Humphrey and Yu Yingzeng.

III. ARE THE HUMPHREY/YU SENTENCES EXCEPTIONAL COMPARED
wWITH OTHER SHANGHAI CASES?
A. Introduction

This part of the article presents the results of an analysis of the case
dataset with a focus on the sentences. I conclude that while gaps in infor-
mation make certainty impossible, the weight of the evidence suggests
that the sentences imposed on Humphrey and Yu—Humphrey was given
a heavier sentence than any other defendant in the entire dataset—were
far out of line with sentences imposed on other defendants on similar
facts. At the very least, the analysis supports shifting the burden of argu-
ment and proof to those who would assert that the trial was fair and the
sentences proportionate.

B.  The Question of “Serious Circumstances”
1. In General

Even if all the factual predicates for the crime are present, it is not
clear that they rise to the level of criminality under the Criminal Law.
This is because Chinese criminal law has a general rule that an act is
not a crime where “the circumstances are clearly minor and the harm
is not great” (& W EFBEMAEEFEAK).* In addition, both Paragraph
3 and Paragraph 4 of Article 253 explicitly contain a requirement of
serious circumstances.

Sometimes the Supreme People’s Court will come up with an inter-
pretation of what constitutes “serious circumstances” in particular crimes.
Unfortunately, there is no such interpretation or other official guidance
available here. Among Chinese scholars, there are varying views as to
what constitutes “serious circumstances” under Article 253. Among the
candidate factors are (1) a large quantity of PIC; (2) illegal purpose; (3)
severe or malicious means; (4) severe harm to a person (bodily, econom-
ic, social, or emotional —for example, when suicide results); (5) multiple
infringements; (6) social disruption; (7) where PIC leaves the country; (8)

44. Criminal Law, supra note 3, Art. 13.
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multiple victims; (9) large profits; (10) forming an illegal network for the
procurement and distribution of PIC; (11) the amount paid for PIC; (12)
multiple PIC-related convictions; (13) criminal use; (14) nature of PIC
(for example, financial, medical, or marital); and (15) acquiring PIC of
disabled persons or illegitimate children.®

2. “Serious Circumstances” in the Dataset

Academic analyses are one thing, judicial practice another. In prac-
tice, courts in the dataset rarely analyzed the issue of serious circum-
stances and offered only a conclusory statement that the circumstances
were serious. Twenty-three cases, however, did mention something extra
in the section of the judgment finding serious circumstances. The circum-
stances mentioned in these cases included joint commission, purchase,
online purchase, collective purchase, purchase of a large amount of PIC,
profits, and (mysteriously) “other means,” suggesting that these consti-
tute serious circumstances.*® One of the more specific cases mentioned
collective acquisition and sale of PIC.*” Two cases specified “violation of
state law.”* Some cases mentioned the sheer volume of PIC collected.®
Two mentioned illegal purchase, although they may have been simply
declaring that any purchase was illegal.

Many cases did indeed involve circumstances that might fairly be
deemed serious. In several cases, the defendant made a large profit from
the sale of PIC,”! or the defendant was engaged in the business of collecting
and distributing PIC.” In general, in cases where a large amount of PIC was
involved, the courts found it less necessary to discuss other serious circum-
stances. Overall, the general picture that emerges from the dataset regard-
ing the requirement of serious circumstances is that (a) judgments rarely
discuss the “serious circumstances” requirement specifically, preferring to
rely on conclusory statements, and (b) judgments do mention various facts
about the case that might constitute grounds for finding the presence of
serious circumstances, even though they are not specifically labeled as such.

The following discussion presents an analysis of the dataset in
tabular form. It examines in detail only cases with prison sentences of
one year or more, because the standards the Shanghai courts appear to

45. See Li & Zhou, supra note 34, at 146—47, and sources cited therein.

46. See, e.g., Zhou 2014 (purchasing); Mu 2014 (collective unlawful purchase);
Shanghai 2013a (collective purchasing); Chen 2014 (using other means to unlawfully
purchase PIC); Wang 2013c (other means); Lu 2014 (online purchase); Chen 2013a
(large purchase); Liu 2013a (profit from PIC acquisition).

47 See, e.g., Ye 2013 (collective unlawful acquisition and sale of PIC); Zhu
2012a (purchase and sale).

48. XXX 2012a (in contravention of state laws and regulations); XXX 2012b
(same).

49. Zhou 2010 (“The number of PIC is so large that circumstances are serious
(B2 KIEW ™)), Lan 2011 (same).

50. Wu 2012 (illegal purchase); Chen 2012 (same).

51. See, e.g., Lu2014; Ye 2013; Zhu 2012b.

52. See, e.g., Wu 2013; Lu 2013b; XXX 2012a; Hou 2012.
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employ are clearer in those cases. Cases featuring sentences of less than
one year, and especially sentences of six months or less, vary a great deal
in their facts, and it is difficult to make meaningful inferences. The infor-
mation, however, is all compiled in Appendix B.

Tables 1,2, and 3 show cases where the sentence was a prison term
of twelve months, thirteen to seventeen months, and eighteen to twen-
ty-four months respectively. Although the maximum term is 36 months,
no defendant other than Peter Humphrey was sentenced to more than
24 months (Humphrey was sentenced to 30 months). Table 5 shows cases
involving private investigators or persons engaging in similar activities. In
addition to the case name, prison term, and fine amount, each table sets
forth the amount of PIC, the nature of the PIC, the means of acquisition,
and any serious circumstances.

In general, when the quantity of PIC is less, there are more serious
circumstances present that justify a heavy sentence. For example, Qian
2014 involved a public official, and the PIC was used for harassment and
intimidation. In Hua 2013, the amount of PIC involved was modest, but the
profit was relatively large. On the other hand, in Shanghai 2012, the circum-
stances were not as serious, but there was a large amount of PIC involved.

Note that in Ye 2013 and Zhu 2012b, Table 1 shows only accomplic-
es sentenced to one-year prison terms, whereas the principals are found
in Table 3, having each received terms of 18 months.

TABLE 1: PRISON SENTENCE OF TWELVE MONTHS
(ARRANGED IN ASCENDING ORDER OF AMOUNT OF PIC)

Case Fine PIC Amount Nature of PIC Means . Serious
Circumstances
Qian 2014 2,000 Individuals Information Acquired Acquired
on government from public
officials official/police
officer; used for
harassment and
intimidation
Chen 2011b 12,000 Unclear Real estate Acquired Unclear
Hua 2013 5,000 20 ID, financial, Purchased 50,900 yuan
individuals real estate, bank profit
account #, vehicle
registration, etc. of
specific individuals
Lai 2010 10,000 40 Individual Purchased Private
whereabouts investigator;
40,000 yuan

profit; paid for
on per-PIC basis;
targeted specific
individuals

Huo 2012 20,000 59 Phone records; Purchased Private
census data; hotel investigator/
registration; flight PIC business
information;
immigration

records; phone
location
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Case Fine PIC Amount Nature of PIC Means . Serious
Circumstances

XXX 2012b 2,000 195 Locational Purchased Private
info: corporate fromillegal | investigator/
registration; hotel supplier debt collection
registration; car
registration; flight
information; etc.

Liu 2014 10,000 10,153 Client info Received Paid 20,000 for

PIC; insurance
PIC.

Han 2013 20,000 40,161 1D, financial, Purchased For profit
real estate, bank
account #, vehicle
registration, etc. of
specific individuals

Ye 2013 15,000 83,908 Finance Purchased Accessory;

230,000 yuan
profit

Ye 2013 15,000 83,908 Finance Purchased Accessory;

230,000 yuan
profit

Ye 2013 15,000 83,908 Finance Purchased Accessory;

300,000 yuan
profit

Zhu 2012b 10,000 136,727 Purchase orders Received Accessory;

100,000 profit

Zhu 2012b 10,000 136,727 Purchase orders Received Accessory;

100,000 profit
Zhu 2012b 10,000 136,727 Purchase orders Received Accessory;
100,000 profit

Xing 2014 5,000 198,187 Contact Acquired For profit

Zhou 2010 20,000 980,000 Info on wealthy Acquired Principal; sold
individuals for profit

Chen 2014 2,000 “several Unclear Trick Criminal sale

million”

Shanghai 2012 | 5,000 90,000,000 Contact; bank; Purchased For profit; paid
infant; consumer 2,500,000 for
records PIC

Shanghai 2012 | 10,000 90,000,000 Contact; bank; Purchased For profit; paid
infant; consumer 2,500,000 for
records PIC

In Table 2, we see the same pattern as in Table 1. Where serious
circumstances are lacking, there is generally a large amount of PIC in-
volved. For example, Mou 2014, Lan 2011, and Deng 2014 all involved a
large amount of PIC but with seemingly no other serious circumstances.
In some cases shown here, the defendants were accessories to the unlaw-
ful acquisition.” The principals in those cases received heavier sentences.

53. See Mu 2014; Shanghai 2013a.
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TABLE 2: PRISON SENTENCE OF THIRTEEN TO SEVENTEEN MONTHS
(ARRANGED IN ASCENDING ORDER OF LENGTH OF SENTENCE)

Case Term Fine PIC Amount Nature Means . Serious
Circumstances
Mou 2014 13 5,000 50,000 Unclear Purchased For profit
Mou 2014 13 5,000 59,000 Unclear Purchased For profit
Lan 2011 14 10,000 6,246,842 Unclear Purchased For profit; paid
or traded 3,400 for PIC
Li2013a 14 20,000 71,158 Unclear Purchased Sold for profit
Deng 2014 14 4,000 250,000 Public exam | Purchased For profit
participants
Zhu 2012a 15 30,000 2,000 Finance Purchased 20,000 profit;
paid 10-100 for
PIC
Zhu 2012a 15 30,000 1,000 Finance Purchased 30,000 profit;
paid 10-100 for
PIC
Lu 2014% 15 20,000 Specific Specific Purchased | Sold for 43,400
individuals individuals profit
Mu 2014% 15 20,000 70,000 Telecomm Received Accessory;
client list fraud; caused
economic loss
of 733,305 to 3
party
Mu 2014 15 20,000 70,000 Telecomm Received Accessory;
client list fraud; caused
economic loss
of 733,305 to 31
party
Shanghai 16 30,000 6,000,000 Frequent Purchased Accessory; for
2013a* flier miles profit; paid
info 200,000 for PIC
Han 2014 16 3,000 160,000 Unclear Acquired For profit;
acquired from
workplace
Han 2014 16 3,000 160,000 Unclear Received For profit
Lan 2011 17 15,000 16,823,533 Unclear Purchased For profit
or traded

In Table 3, almost every case has serious circumstances coupled
with a large amount of PIC. In addition, there are seven principals here
and only one accessory. In the case of the accessory in Mu 2014, there
were additional serious circumstances that warranted a heavy sentence.
Most important, however, are the heaviest sentences. For cases where

54. The defendant here purchased PIC of specific individuals and sold them for
profit on line. The PIC included the census data of Raymond Chan (F&)1H]), a Hong
Kong voice actor, bank information of, among others Jian Yifeng ({T.—U¥), a promi-
nent radiologist, and the bank account numbers of Wang Wen (1:52), a well-known
singer.

55. The principal in this case was sentenced to two years of imprisonment.

56. The two principals in this case were sentenced to 18 months and 20 months
of imprisonment respectively.
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the prison term was twenty months or more, either the amount of PIC
involved was enormous or there were very serious circumstances. There
are no private investigator cases in Table 3, and the lowest amount of PIC
involved is 70,000 items.

TABLE 3: PRISON SENTENCE OF EIGHTEEN TO TWENTY-FOUR MONTHS
(ARRANGED IN ASCENDING ORDER OF LENGTH OF SENTENCE)

Case Term Fine PIC Amount Nature Means . Serious
Circumstances
Lan 2011 18 15,000 16,823,533 Purchase Purchased or | For profit; paid
orders traded 3,400 for PIC
Shanghai 18 20,000 90,000,000 Contact; Purchased For profit; paid
2012 bank; infant; 2,500,000 for
consumer PIC
records
Ye 2013 18 50,000 | 83,908 Finance Purchased or | Principal;
stolen 1,500,000 profit
Shanghai 18 40,000 | 6,000,000 Frequent Purchased Principal; for
2013a flier miles profit; paid
info 200,000 for PIC
Long 2014 18 20,000 100,000,000 Unclear Purchased 4,000 profit; paid
4,000 for PIC
Tang 2014 18 5,000 12,857019 Contact Purchased For profit
Zhu 2012b 18 30,000 136,727 Unclear Acquired Principal;
100,000 profit
Zhu 2012b 18 30,000 136,727 Purchase Received Principal;
orders 100,000 profit
Deng 2014 | 18 5,000 450,000 Participants | Purchased Fraud
in public
examina-tion
Mu 2014 18 20,000 | 70,000 Telecomm Received Accessory; fraud;
client list caused economic
loss of 733,305 to
31 party
Shanghai 20 50,000 | 6,000,000 Frequent Purchased Principal; for
2013a flier miles profit; paid
info 200,000 for PIC
Long 2014 21 20,000 100,000,000 Unclear Acquired 4,000 profit; paid
5,500 for PIC
Zhou 2010 | 24 40,000 | 30,000,000 Info on Acquired Principal
wealthy
individuals
Shanghai 24 20,000 90,000,000 Contact; Purchased For profit; paid
2012 bank; infant; 2,500,000 for
consumer PIC
records
Mu 2014 24 30,000 | 70,000 Telecomm Purchase Principal; fraud;
client list caused economic
loss of 733,305 to
31 party
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3. “Serious Circumstances” in the Humphrey/Yu case

In the Humphrey/Yu case, the defendants’ lawyers argued that the
requirement of “serious circumstances” was not met; the prosecution ar-
gued that it was. The relevant facts apparently involved how many items
of personal information were acquired, the purpose for which they were
acquired, whether the defendants made a lot of money, and the general
social danger of their activities.

The arguments made during the trial in the Humphrey/Yu case

about facts and their significance breaks down roughly as follows:*’

TABLE 4

Issue

Prosecution

Defense

Amount of information
acquired

A large amount:
256 items.

A small amount: 256 items.

Motivation

To make money.

1. Of course to make money; we were

a business.

2.To contribute to anti-corruption efforts. In
about 90% of the cases investigated, initial
suspicions turned out to be accurate.

Amount of money

“Huge” (citing gross

It is misleading to look at gross revenues; one

with secret photos taken
of them?*8

made revenues). must deduct costs.

Social danger What kind of society There was actually very little personal
would it be if people information taken, that which was taken was
could be watched and not all passed on to clients in reports, and that
followed 24 hours a day, | which was passed on was not used for bad

purposes. The defense also noted that some of
the prosecution’s claims had no foundation in

any evidence they brought before the court.
There was, for example, a single instance of
following someone: someone was stationed
outside the target’s office for three hours. The
prosecution’s evidence showed nothing else.
No evidence of secret photo-taking of people
was introduced.

In the judgment, the court found the following elements to constitute
the necessary serious circumstances: (a) the defendants wrote their investi-
gative reports in order to make a profit;* (b) the activity was carried on for a
long time (four years); (c) the PIC involved covered a wide variety of types
and was large in amount;* and (d) the PIC acquired was unlawfully® pro-

57. The source for Table 4 is the Trial Transcript, supra note 4.

58. The prosecution seemed to miss the irony that for those disfavored by the
government, China already is such a society.

59. Neither the prosecution nor the court, in the trial transcript and the judg-
ment, provide any figures for profits allegedly obtained by the defendants as a result
of unlawful acquisition of PIC. The judgment stated that ChinaWhys had had gross
revenues of approximately 21 million yuan from January 2009 to June 2013, see supra
note 39 and accompanying text, but did not derive any profit figures from this or attri-
bute specific profits to specific acts of unlawful acquisition of PIC. It is worth recalling
here that the case was under investigation for over a year prior to the trial.

60. As noted above, 256 items are in fact a trivially small amount of PIC in the
universe of Shanghai cases.

61. Note that the defendants were not charged with unlawfully providing PIC;
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vided to clients inside and outside mainland China, with the result that the
privacy and information security of citizens was directly infringed upon.®

When the circumstances of the Humphrey/Yu case are compared
with the circumstances of Shanghai cases in the dataset, the virtually
inescapable conclusion is that the sentences meted out to Humphrey
and Yu are extreme outliers and do not reflect the usual judicial prac-
tice in Shanghai. The heaviest prison sentence for unlawful acquisition
in Shanghai prior to the Humphrey/Yu case —in a set of over ninety cas-
es and over 200 defendants—was twenty-four months. The maximum
sentence under the Criminal Law is thirty-six months, and Humphrey
was sentenced to thirty months (including the roughly one year spent in
pre-trial detention). This sentence cannot be explained by the relatively
paltry amount of PIC involved (256 items) or other circumstances men-
tioned in the trial transcript or the judgment.

This conclusion is reinforced by looking at cases involving private
investigators in particular. As previously noted, Humphrey was sen-
tenced to 30 months in prison. Prior to the Humphrey case, the longest
prison sentence any private investigator in Shanghai had received was
12 months. Humphrey was found to have acquired about 250 pieces of
PIC—more than in most of the private investigator cases, but far less than
in any of the Table 2 or Table 3 cases involving sentences of over twelve
months. The Humphrey/Yu case appears to be the first one in which the
defendant was investigating corporate misconduct, but it would seem
odd for the court to deem this “serious circumstances.” Certainly the
court did not make anything of this fact in its judgment.

TABLE §: PRIVATE INVESTIGATOR CASES
(ARRANGED IN ASCENDING ORDER OF LENGTH OF SENTENCE)

Case Term Fine PIC Nature Means . Serious
Circumstances
Xue 2012 4 1,000 70 Residence, Purchased Private
vehicle info, investigator/ debt
whereabouts, collection; 10,000
infidelity profit
Lu2013b 4 2,000 20 Residency, Purchased Private
car, bank, cell investigator/ PIC
location business; sold for
profit
Liu 2013a 6 10,000 32 Residence; hotel | Purchased Private
investigator;
38,700 profit
Peng 2012 | 6 2,000 16 Background Purchased | Private
checks, infidelity, investigator
child behavior
monitoring,
business
intelligence

the judgment makes this assertion but does not really support it.
62. The language here is virtually a direct quotation from the text of the judg-
ment. See Trial Judgment, supra note 4, at 10.
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Case Term Fine PIC Nature Means . Serious
Circumstances
XXX 6 2,000 Targeted | Phone records, Purchased Private
2012a multimedia investigator/
messages, illegal PIC
WLAN records, business; 13,000
transaction fees, profit
financial, vehicle
registration,
hotel records,
bank deposits
Wu 2013 10 5,000 918 Information Purchased/ | Private
of specific investiga- investigator/ PIC
individuals tion business
Lai 2010% 12 10,000 40 Individual Purchased | Private
whereabouts, investigator;
debt collection, 40,000 profit; paid
infidelity for on per-PIC
basis; target
spec. individuals;
purchased from
government
official
XXX 12 2,000 195 Locational Purchased | Private
2012b info, corporate from illegal | investigator/ debt
registration, supplier collection
hotel
registration, car
registration,
flight
information, etc.
Huo 2012 12 20,000 59 Phone records, Purchased Private
census investigator/ PIC
data, hotel business
registration,
flight
information,
immigration
records, phone
location
Hua 2013 12 5,000 20 ID, financial, Purchased 50,900 profit

real estate,
bank account
#, vehicle
registration,
etc. of specific
individuals®

63. Lai purchased information from Zheng Xiangjun of the Shanghai Jinshan
District Police Fire Brigade, paying 50 yuan for each piece of information on the
whereabouts of a person and 1,000 yuan for a tip that someone had not yet checked
out of a hotel. He paid Zheng a total of 270,000 yuan. More specifically, he purchased
forty items of PIC from Zheng on March 3,2009 and made a profit of 40,000 yuan.

64. One of the individuals was Gao Qiang (#14#), a Chinese politician who was
Minister of Health from mid-2005 to mid-2007.
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CONCLUSION

The Humphrey/Yu judgment is in many ways a disappointment.
Even assuming for the sake of argument that Humphrey and Yu engaged
in acts that the Chinese government has a legitimate interest in prohibit-
ing, knew that they were doing so, and deserved to be punished, the case
does little or nothing to inform others who wish to be compliant of what
exactly constitutes the crime. The case does not analyze the concept of
PIC; it does not analyze the concept of “the aforesaid information” in
Paragraph 4 of Article 253; it does not analyze what makes acquisition
“unlawful”; it does not analyze the concept of “serious circumstances”

These problems, it should be noted, are not necessarily failings of
the Humphrey/Yu judgment in particular; such vagueness pervades oth-
er judgments in unlawful acquisition cases. As a result, a legitimate in-
dustry—that of business intelligence —remains under a very threatening
cloud. Indeed, any number of activities and businesses outside the realm
of business intelligence are under a cloud as well, since a wide variety of
activities involve the provision or collection of PIC as broadly defined,
and the case offers no guidance as to when such provision or collection
will be deemed illegal.

The case is even more troubling once we abandon the above as-
sumptions. A comparison of the Humphrey/Yu case with all other cas-
es in Shanghai provides very strong circumstantial evidence that their
case was not simply an ordinary criminal case, but was indeed a case
of selective prosecution. Humphrey’s sentence was by far the heaviest
ever imposed in an unlawful acquisition case, and the sentences for both
Humphrey and Yu were conspicuously heavy given the relatively small
amount of PIC involved and the apparent absence of other serious cir-
cumstances. The sentences are also outliers when compared with those
imposed on other private investigators. Even the court that tried Hum-
phrey and Yu did not treat the case as an ordinary criminal case; although
court judgments are supposed to be published on the court’s web site in
the absence of specific reasons not to (none of which, such as national se-
curity, were present in this case), the court never published the judgment
and is apparently guarding it as a secret.

A final disturbing aspect of the case unrelated to the defendants
is that one of the witnesses was a foreign lawyer resident in China and
working at a Chinese law firm. According to the judgment, the lawyer tes-
tified —I presume reluctantly, but do not know—that a certain firm had
hired ChinaWhys to investigate one or more employees.® If the firm was
a client of the Chinese law firm, this suggests that clients cannot expect
strong confidentiality protections when dealing with Chinese law firms.

65. The lawyer, the law firm, and the firm that hired ChinaWhys are all named
in the judgment, but as I am assuming until I learn otherwise that any lawyer and firm
would have been forced to do the same, no purpose other than embarrassment of
those concerned would be accomplished by naming them here.
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In short, the case offers little help to those who wish to comply
with Chinese law other than to give up all information-gathering activi-
ties that might result in the receipt of information about individuals, and
it offers little reassurance to those who suspect that the legal system can
be used as a tool by those with sufficient influence and the will to wield it.

PosTScrIprT

On Aug. 29, 2015, the National People’s Congress Standing Com-
mittee passed a number of amendments to the Criminal Law, including
revisions to Article 253 that broaden its reach considerably. The revised
language reads as follows:

Whoever, in violation of state provisions, sells or provides person-

al information of citizens to another, where the circumstances are

serious, shall be sentenced to fixed-term imprisonment of not more

than three years or criminal detention, and/or be fined. Where the

circumstances are especially serious, a punishment of from three to

seven years and a fine shall be imposed.

Whoever, in violation of state provisions, sells or illegally provides to
others personal information of citizens that was obtained during the
performance of duties or provision of services, shall be sentenced in
accordance with the provisions of the previous paragraph with an
emphasis on severity.

Whoever illegally obtains personal information of citizens by steal-
ing or any other means shall be punished under the provisions of the
second paragraph.

Where an entity commits any of the crimes described in the preced-
ing three paragraphs, it shall be fined, and the person in charge who
is directly responsible and other directly responsible persons shall be
punished under the applicable paragraph.

The revisions remove the language that arguably limited the reach
of Article 253 to specific types of persons (i.e., employees of various types
of institutions) and PIC only from specific sources (i.e., information ob-
tained by such employees in the course of their duties). Under the new
law, it is unlawful for anyone to sell or otherwise provide PIC in violation
of state provisions, no matter how it was obtained. Moreover, it is unlaw-
ful to obtain it illegally by theft or other means. The new language unam-
biguously resolves the question of whether Article 253 can be applied to
defendants such as Humphrey and Yu. It does not, however, resolve the
question of what counts as the unlawful acquisition or sale of PIC.

66. See Zhonghua Renmin Gongheguo Xing Fa Xiuzheng An (Jiu) (*F 4 A 2L
FENZEIEZE (JU) ) [Amendment to the Criminal Law of the People’s Republic
of China (Nine)] (promulgated by the Standing Comm. Nat’l People’s Cong., Aug. 29,
2015, effective Nov. 1,2015).
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Abbreviated
Case Name

Full Citation

Chinese Case Number

Beijing 2013

Beijing Moumou Dianzi Shangwu Youxian Gongsi
Jaingsu Fengongsi deng Feifa Huoqu Gongmin
Geren Xinxi An (JbaT 33 77 5547 PR A

TR A W SE ARSI RAS A B %) [In e
Beijing Moumou6’ E-Commerce Co., Ltd. Jiangsu
Branch et al. Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Pudong New
Area People’s Ct. May 21,2013), http://www.
pkulaw.cn/CLI.C.1422682.

(2013) Wi HIHI 758715

Cao 2013

Cao Mou deng Feifa Huoqu Gongmin Geren
Xinxi An (B FEAEFIMA RN AFEEZE) [Inte
Cao Mou et al. Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Songjian Dist.
People’s Ct. Jan. 7, 2013), http://www.pkulaw.cn/
CLI.C.1386937.

(2012)fA T 756519345

Chen 2011a

Chen Mou deng Feifa Huoqu Gongmin Geren
Xinxi An (FRFESEAERINA RDMAG R
ARAAEZ) [In re Chen Mou et al. Unlawful
Obtainment, Sale of Personal Information of
Citizens, Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Changning
Dist. People’s Ct. Dec. 8,2011), http://www.pkulaw.
¢cn/CLI.C.961636.

(2011) KT HIF5672°5

Chen 2011b

Chen Mou deng Feifa Huoqu Gongmin Geren
Xinxi An (FRFAGIEZIRIA RN AEEE) [Inre
Chen Mou et al. Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Putou Dist.
People’s Ct. Dec. 21,2011), http://www.pkulaw.cn/
CLI.C.963164.

(2011)E AT 7557915

Chen 2012

Chen Mou Feifa Huoqu Gongmin Geren Xinxi
An (BRHARSIRIA A NG R Z) [Inre

Chen Mou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Huangpu Dist.
People’s Ct. Sept. 24,2012), http://www.pkulaw.cn/
CLI.C.879412.

(2012) I 755972 5

Chen 2013a

Chen Moumou deng Zhapian, Feifa Huoqu
Gongmin Geren Xinxi An (R3S VEN . HE
RIS RAN A5 B %) [In re Chen Moumou

et al. Fraud, Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Jinshan Dist.
People’s Ct. Sept. 26,2013), http://www.pkulaw.cn/
CLI.C.2280136.

(013) &M F57515

Chen 2013b

Chen Mou Feifa Huoqu Gongmin Geren Xinxi An
(BRI A AN A5 B Z) [In re Chen Mou
Unlawful Obtainment of Personal Information of
Citizens] (Shanghai Qingpu Dist. People’s Ct. Jan.
16, 2013), http://www.pkulaw.cn/CLI.C.1386779.

(2013) 5 VI 755535

67 “Mou” or “Moumou” in a case name means “a certain . . ..

k)

It indicates

that part of the name is being deliberately withheld. This is common in Chinese case

reports.
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Full Citation
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Chen 2014

Chen Moumou Feifa Huoqu Gongmin Geren
Xinxi An (MRFFARESFIMA RN AEEZE) [Inte
Chen Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Songjiang Dist.
People’s Ct. Mar. 24,2014), http://www.pkulaw.cn/
CLI.C.2609426.

(2014) A I 45487

Deng 2014

Deng Mou deng Zhapian, Feifa Huoqu Gongmin
Geren Xinxi An (BHESEVEY . ARZERINA RA
A5 E %) [In re Deng Mou et al. Fraud, Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Jinshan Dist. People’s Ct. June 25,
2014), http://www.pkulaw.cn/CLI.C.3041559.

(2014) &) 75413

Du 2014

Du Mou Feifa Huoqu Gongmin Geren Xinxi An
(AR A RS AE B E) [In re Du Mou
Unlawful Obtainment of Personal Information of
Citizens] (Shanghai Jinshan Dist. People’s Ct. Mar.
24,2014), http://www.pkulaw.cn/CLI.C.2609412.

(2014) &I 56273

Fan 2014

Fan Moumou Feifa Huoqu Gongmin Geren Xinxi
An GEH AL A RPN AFEZE) [In re

Fan Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Hongkou Dist.
People’s Ct. Mar 24,2014), http://www.pkulaw.cn/
CLI.C.2593331.

(2014) KL THIH] 755248 5

Fang 2013

Fang Mou Feifa Huoqu Gongmin Geren Xinxi An
(O BRI A A B %) [In re Fang Mou
Unlawful Obtainment of Personal Information of
Citizens] (Shanghai Zhabei Dist. People’s Ct. Nov.
1,2013), http://www.pkulaw.cn/CLI.C.2183194.

(2013) [ 75511995

Fu2011

Fu Moumou Feifa Huoqu Gongmin Geren Xinxi
An ((SHERARES R A RMAFEZE) [Inre

Fu Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Qingpu Dist.
People’s Ct. Mar. 15, 2013), http://www.pkulaw.cn/
CLI.C.2005008.

(2013) FH ) 7552535

Fu 2014

Fu Jia deng Zhapain, Feifa Huoqu Gongmin
Geren Xinxi An (£ HAFVER . ARESRINA I
MG B %) [In re Fu Jia et al. Fraud, Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Pudong New Area People’s Ct. July 31,
2014), http://www.pkulaw.cn/CLI.C.3194206.

(2014)IHHI 5527125

Gao 2013

Gao Mou Feifa Huoqu Gongmin Geren Xinxi An
(R REARE SR A RAS N B ) [In re Gao Mou
Unlawful Obtainment of Personal Information

of Citizens] (Shanghai Changning Dist. People’s
Ct. June 18,2013), http://www.pkulaw.cn/
CLI.C.2057585.

(QO13) KT 553245

Gao 2014

Gao Liang Feifa Huoqu Gongmin Geren Xinxi An
(FFE IR A AN A5 B E) [In re Gao Liang
Unlawful Obtainment of Personal Information of
Citizens] (Shanghai Qingpu Dist. People’s Ct. Mar.
13,2014), http://www.pkulaw.cn/CLI.C.2566068.

(2014) 5 I 453105
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Full Citation
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Guangzhou
2013

Guangzhou Moumou Shangwu Fuwu Youxian
Gongsi deng Feifa Huoqu Gongmin Geren Xinxi
An () HEEERER 55 M55 A7 PR WA VAR A R
M AfE B %) [In re Guangzhou Moumou Business
Services Ltd.] (Shanghai Pudong New Area
People’s Ct. Mar. 14, 2013), http://www.pkulaw.cn/
CLI.C.2007041.

(2013)HA) 7454425

Guo 2013

Guo Moumou Feifa Huoqu Gongmin Geren
Xinxi An (ZPIEREAEZFA RN AEEZ) [Inre
Gu Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Baoshan Dist.
People’s Ct. July 18,2013), http://www.pkulaw.cn/
CLI.C.2058736.

(2013) E T 75510635

Han 2013

Han Mou Feifa Huoqu Gongmin Geren Xinxi An
(HRAREARE SR A RAS A B %) [In re Han Mou
Unlawful Obtainment of Personal Information of
Citizens] (Shanghai Zhabei Dist. People’s Ct. Nov.
4,2013), http://www.pkulaw.cn/CLI.C.2183190.

(2013) [l JHI ) 5511885

Han 2014

Han Mou deng Feifa Tigong Gongmin Geren
Xinxi, Feifa Huoqu Gongmin Geren Xinxi An (¥
RAEER B A RDAGE . ARERRARADA
5 2. %) [In re Han Mou et al. Unlawful Provision
of Personal Information of Citizens, Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Xuhui Dist. People’s Ct. Mar. 18,2014),
http://www.pkulaw.cn/CLI.C.2609230.

(2014)ARTHIHI 7552225

Hou 2011

Hou Qingbin Feifa Huoqu Gongmin Geren Xinxi
An (FEPRARAEEIRIA RN AH B Z) [Inre

Hou Qingbin Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Pudong New
Area People’s Ct. Aug. 18,2011), http://www.
pkulaw.cn/CLI.C.1006635.

(2011) WA 7551877 %

Hua 2013

Hua Mou Feifa Huoqu Gongmin Geren Xinxi An
(FERARZERI A RS A F B ) [In re Hua Mou
Unlawful Obtainment of Personal Information

of Citizens] (Shanghai Changning Dist. People’s
Ct. Apr. 28,2013), http://www.pkulaw.cn/
CLI.C.2053011.

(2013) KA 751705

Huang 2013

Huang Moumou deng Feifa Huoqu Gongmin
Geren Xinxi An (F{IEREEAEIRMA RN

{7 L %) [In re Huang Moumou et al. Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Pudong New Area People’s Ct. Mar. 13,
2013), http://www.pkulaw.cn/CLI.C.1385515.

(2013)3Hi A 456825

Huang 2014

Huang Moumou Feifa Huoqu Gongmin Geren
Xinxi An (B{RHARERIA RADAE BE)

[In re Huang Moumou Unlawful Obtainment

of Personal Information of Citizens] (Shanghai
Hongkou Dist. People’s Ct. Apr. 24,2014), http://
www.pkulaw.cn/CLI.C.3075183.

(2014) Ul 755251

Huo 2012

Huo Mou deng Feifa Huoqu Gongmin Geren
Xinxi An (R ARSI [N AMF B S) [Inre
Huo Mou et al. Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Pudong New
Area People’s Ct. June 19, 2012), http://www.
pkulaw.cn/CLI.C.858513.

(2012) A 75520925
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Jiang 2014

Jiang Moujia deng Feifa Huoqu Gongmin Geren
Xinxi An (Z5 FAFRERIA RAMAE B )
[In re Jiang Moujia et al Unlawful Obtainment
of Personal Information of Citizens] (Shanghai
Qingpu Dist. People’s Ct. Aug. 21, 2014), http:/
www.pkulaw.cn/CLI.C.3285684.

(2014) 5 I 745962

Keji 2013

Moumou Keji Youxian Gongsi deng Feifa Huoqu
Gongmin Geren Xinxi An (53R BRA ]
AR RAAE B Z) [In re Moumou
Technology Co., Ltd. et al. Unlawful Obtainment
of Personal Information of Citizens] (Shanghai
Pudong New Area People’s Ct. Mar. 15,2013),
http://www.pkulaw.cn/CLI.C.1384834.

(2013)iHi ) 7456835

Lai 2010

Lai XX Feifa Huoqu Gongmin Geren Xinxi An
CBEXXAE R A RAAE B ZE) [In re Lai XX

Unlawful Obtainment of Personal Information of

Citizens] (Shanghai Pudong New Area People’s Ct.

Jan. 29,2010), http://www.pkulaw.cn/CLI.C.556657.

(2009)iHi ) 7552728 %5

Lan 2011

Lan xx deng Feifa Huoqu Gongmin Geren Xinxi
An (X XEERERIA R EZE) [Inre
Lan xx et al. Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Hongkou Dist.
People’s Ct. Jan. 21,2011), http://www.pkulaw.cn/
CLI.C.1990065.

(2011 AL 75522

Li2014a

Li Mou Feifa Huoqu Gongmin Geren Xinxi An
(FHARZESRINA R AME B Z) [In re Li Mou

Unlawful Obtainment of Personal Information of

Citizens] (Shanghai Jinshan Dist. People’s Ct. Mar.

18,2014), http://www.pkulaw.cn/CLI.C.2583308.

(2014) &) 7552495

Li 2014b

Li Moumou Feifa Huoqu Gongmin Geren Xinxi
An (FHEARES R A RMAFEEZE) [Inre

Li Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Minhang Dist.
People’s Ct. Apr. 9,2014), http://www.pkulaw.cn/
CLI.C.2679496.

(2014) K RIH] 7 558465

Li2013b

Li Moumou deng Feifa Huoqu Gongmin Geren
Xinxi An (FERRFARERM A RADAE BE)
[In re Li Moumou et al. Unlawful Obtainment
of Personal Information of Citizens] (Shanghai
Pudong New Area People’s Ct. Apr. 2,2013),
http://www.pkulaw.cn/CLI.C.1339309.

(2013)3Hi A 559485

Li2013c

Li Mou Feifa Huoqu Gongmin Geren Xinxi An
(FHAREHRI A RASAME B %) [In re Li Mou
Unlawful Obtainment of Personal Information
of Citizens] (Shanghai Songjian Dist. People’s
Ct. Dec. 9,2013), http://www.pkulaw.cn/
CLI.C.2569832.

(Q013) AT 75519335

Li2013a

Li Moumou Feifa Huoqu Gongmin Geren Xinxi
An (FHSEAVEFA RN AEEZE) [Inre

Li Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Zhabei Dist.
People’s Ct. Mar. 15, 2013), http://www.pkulaw.cn/
CLI.C.1383965.

(2013) A7 55201 5
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Full Citation

Chinese Case Number

Liang 2012

Liang Moumou Feifa Huoqu Gongmin Geren
Xinxi An (FFFAETIMA RN AELZE) [Inte
Liang Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Jinshan Dist.
People’s Ct. Mar. 18, 2014), http://www.pkulaw.cn/
CLI.C.2583307.

(2014) 4T H) 55248

Liao 2014

Liao Moumou deng Feifa Huoqu Gongmin Geren
Xinxi An (B I A A B2

[In re Liao Moumou et al. Unlawful Obtainment
of Personal Information of Citizens] (Shanghai
Xuhui Dist. People’s Ct. Apr. 2,2014), http://www.
pkulaw.cn/CLI.C.2649486.

(2014) Tl 7552845

Liu 2013a

Liu Mou Feifa Huoqu Gongmin Geren Xinxi An
KUSEAREREUA A AL %) [In re Lui Mou
Unlawful Obtainment of Personal Information
of Citizens] (Shanghai Pudong New Area
People’s Ct. May 2,2013), http://www.pkulaw.cn/
CLI.C.2002752.

(013) I 75513035

Liu 2014

Lui Mou deng Chushou Gongmin Geren Xinxi,
Feifa Huoqu Gongmin Geren Xinxi An (X34
HEARNMAGEE S AFHEPI A RDPAGFEE)
[In re Lui Mou et al. Sale of Personal Information
of Citizens, Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Huangpu Dist.
People’s Ct. Apr. 25,2014), http://www.pkulaw.cn/
CLI.C.3083486.

(2014) B TIH] 725397 5

Liu 2013b

Liu Moumou Feifa Huoqu Gongmin Geren Xinxi
An GUHERARESTM A RN AEEZ) [Inre

Liu Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Pudong New
Area People’s Ct. Feb. 4,2013), http://www.pkulaw.
cn/CLI.C.1337933.

(2013) I 7 554435

Long 2014

Long Mou deng Feifa Huoqu Gongmin Geren
Xinxi An (JEFAEARESRINA RN AEBZE) [Inte
Long Mou et al. Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Pudong New
Area People’s Ct. Feb. 13,2014), http://www.
pkulaw.cn/CLI.C.2459454.

(2014)iili I 55616

Lu 2010

Lu XX deng Feifa Huoqu Gongmin Geren Xinxi
An (EXXEAHERA RN AE B Z) [Inre

Lu XX et al. Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Pudong New
Area People’s Ct. Apr. 16,2010), http:/www.
pkulaw.cn/CLI.C.555500.

(2010)i TR )7 55944 5

Lu 2013

Lu Mou Chushou, Feifa Tigong Gongmin Geren
Xinxi, Feifa Huoqu Gongmin Geren Xinxi An (/7
Fo . ARERBARDME R IR A RA
A5 EZ) [In re Lu Mou Sale, Unlawful Provision
of Personal Information of Citizens, Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Hongkou Dist. People’s Ct. Dec. 19,
2013), http://www.pkulaw.cn/CLI.C.2413750.

(013)IT I 7551370
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Lu2013a

Lu Mou Chushou, Feifa Tigong Gongmin Geren
Xinxi, Feifa Huoqu Gongmin Geren Xinxi An (fif;
FitE ARERHEARD NG I A RA
A% EZ) [In re Lu Mou Sale, Unlawful Provision
of Personal Information of Citizens, Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Hongkou Dist. People’s Ct. Dec. 19,
2013), http://www.pkulaw.cn/CLI.C.2277533.

(2013) ML A 5513725

Lu2013b

Lu Moumou Daoting Canjia Susong Feifa Huoqu
Gongmin Geren Xinxi An (i 53521 g2 2 0 Vs
PNARVESRIU A IR A5 B %) [In re Lu Moumou
Appearing in Court to Intervene Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Jiading Dist. People’s Ct. Apr. 24,2013),
http://www.pkulaw.cn/CLI.C.2052519.

(2013)# ) F-45301 %5

Lu2014

Lu Moumou Feifa Huoqu Gongmin Geren Xinxi
An (BAREAESRA RAAE B Z) [Inre

Lu Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Changning
Dist. People’s Ct. Mar. 18,2014), http://www.
pkulaw.cn/CLI.C.2557225.

QO Ky 751715

Luo 2013

Luo Mou Chushou, Feifa Tigong Gongmin Geren
Xinxi, Feifa Huoqu Gongmin Geren Xinxi An (
PR AR A RN G R IREIRIR

A RAANEEZ) [In re Luo Mou Sale, Unlawful
Provision of Personal Information of Citizens,
Unlawful Obtainment of Personal Information
of Citizens] (Shanghai Hongkou Dist. People’s
Ct. Dec. 23,2013), http://www.pkulaw.cn/
CLI.C.2413751.

(2013)UT T HI 7 551371 %

Mu 2014

Mu Moumou deng Feifa Huoqu Gongmin Geren
Xinxi An (BRHAEAER A R NFRZ)
[In re Mu Moumou et al Unlawful Obtainment
of Personal Information of Citizens] (Shanghai
Qingpu Dist. People’s Ct. July 24, 2014), http://
www.pkulaw.cn/CLI.C.3194245.

(2014) 5 I 458475

Peng 2012

Peng Moumou Feifa Huoqu Gongmin Geren
Xinxi An GZHREARZIRA RADAGEZE) [Inre
Peng Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Xuhui Dist.
People’s Ct. Nov. 6,2013), http://www.pkulaw.cn/
CLI.C.2168323.

(2013) IR THIH) 7559225

Qian 2014

Qian Mou Feifa Huoqu Gongmin Geren Xinxi An
(BRI HE A A A R Z) [In re Qian Mou
Unlawful Obtainment of Personal Information of
Citizens] (Shanghai Jiading Dist. People’s Ct. Mar.
19,2014), http://www.pkulaw.cn/CLI.C.2804426.

(2014)FE I 552745

Shao 2014

Shao Moumou Feifa Huoqu Gongmin Geren
Xinxi An (ABRHARERI A RAAMEBE) [Inre
Shao Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Jinshan Dist.
People’s Ct. Jan. 23,2014), http://www.pkulaw.cn/
CLI.C.2321857

(2014) &) 75865
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Full Citation
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Shanghai
2013b

Shanghai Moumou Dianzi Shangwu Youxian
Gongsi deng Feifa Huoqu Gongmin Geren Xinxi
An (EHERR TR 55 A BRA T AR IRESRIN A R
MAfE B B2 47 %) [In re Shanghai Moumou
E-Commerce Co., Ltd. et al. Unlawful Obtainment
of Personal Information of Citizens] (Shanghai
Pudong New Area People’s Ct. Aug. 2,2013),
http://www.pkulaw.cn/CLI.C.2331039.

(2013)3H Y] 7559475

Shanghai 2013¢

Shanghai Moumou Xinxi Keji Youxian Gongsi
deng Feifa Huoqu Gongmin Geren Xinxi An (
LR SRR R A A SR A RA A
{5 2 %) [In re Shanghai Moumou Information
Technology Co., Ltd. et al. Unlawful Obtainment
of Personal Information of Citizens] (Shanghai
Pudong New Area People’s Ct. Mar. 21,2013),
http://www.pkulaw.cn/CLI.C.1384672.

(2013)aliHVI 755864 5

Shanghai 2012

Shanghai Luo Moumou Moumou Yingxiao Fuwu
Youxian Gongsi deng Feifa Huoqu Gongmin
Geren Xinxi An (2 RS S8 B Ik 55 R
O A S REPHCA RAS A EZ) [In re Shanghai
Luo Moumou Moumou Marketing Services

Ltd. et al. Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Zhabei Dist.
People’s Ct. Dec. 28,2012), http://www.pkulaw.cn/
CLI.C.1383953.

(2012) 4755997

Shanghai 2013a

Shanghai Moumou deng Feifa Huoqu Gongmin
Geren Xinxi An (R AEIRVERICA AN

{5 B %) [In re Shanghai Moumou et al. Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Changning Dist. People’s Ct.) (Shanghai
Changning Dist. People’s Ct. Dec. 24,2013), http:/
www.pkulaw.cn/CLI.C.2673522.

(2013) K JHH) - 45862 5

Shanghai 2014a

Shanghai Moumou Touzi Guanli Youxian Gongsi
deng Feifa Huoqu Gongmin Geren Xinxi An (
RS AT PR A W) A AR VE SR A AN
15 B %) [In re Shanghai Moumou Investment
Management Ltd. et al. Unlawful Obtainment

of Personal Information of Citizens] (Shanghai
Jinshan Dist. People’s Ct. Jan. 15,2014), http://
www.pkulaw.cn/CLI.C.2288005.

(2014) & JHIH] 55405

Shanghai
2014b

Shanghai You Moumou Jianshen Guanli Youxian
Gonsi deng Feifa Huoqu Gongmin Geren Xinxi
An (FHEPRREREAE B AT R 7 S AR LRI
ARA AN B Z) [In re Shanghai You Moumou
Fitness Management Co., Ltd. et al. Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Jinshan Dist. People’s Ct. Jan. 23,2014),
http://www.pkulaw.cn/CLI.C.2321858.

(2014) & M) 755875

Shi 2014

Shi Moumou deng Feifa Huoqu Gongmin Geren
Xinxi An (B FRSFARERI A RADAE BE)

[In re Shi Moumou et al. Unlawful Obtainment

of Personal Information of Citizens] (Shanghai
Putou Dist. People’s Ct. May 23, 2014), http://www.
pkulaw.cn/CLI.C.2831960.

(2014) ¥ JHIHI“F H5560
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Song 2013

Song Mou Feifa Huoqu Gongmin Geren Xinxi An
(REARZEIRI A A AF B ) [In re Song Mou
Unlawful Obtainment of Personal Information of
Citizens] (Shanghai Qingpu Dist. People’s Ct. Jan.
22,2013), http://www.pkulaw.cn/CLI.C.1386816.

(2013) H A 755985

Song 2014

Song Moumou Feifa Huoqu Gongmin Geren
Xinxi An CRIEREAZFMA RN AGEEZE) [Inre
Song Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Xuhui Dist.
People’s Ct. Feb. 27,2014), http://www.pkulaw.cn/
CLI.C.2939486.

Q014 BTV T8 1545

Tang 2014

Tang Moumou Feifa Huoqu Gongmin Geren
Xinxi An (B RRARERI A RAAME B E) [Inre
Tang Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Hongkou Dist.
People’s Ct. Jan 24,2014), http://www.pkulaw.cn/
CLI.C.2286985.

(2013)UT T 75513695

Tang 2014

Tang Moumou Feifa Huoqu Gongmin Geren
Xinxi An (BEAIEARZIRIA [ AMF B S) [Inre
Tang Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Hongkou Dist.
People’s Ct. Mar. 25,2014), http://www.pkulaw.cn/
CLI.C.2649539.

(2014)ULTHIHI“7- 552475

Tian 2014

Tian Moumou Feifa Huoqu Gongmin Geren
Xinxi An (HFHAEESFIA RN AE B ZE) [Inre
Tian Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Jinshan Dist.
People’s Ct. Jan. 15,2014), http://www.pkulaw.cn/
CLI.C.2288004.

(2014) G JAHI 55395

Wang 2013a

Wang Moumou Feifa Huoqu Gongmin Geren
Xinxi An (EFFAREFIMA RN AEBZE) [Inte
Wang Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Pudong New
Area People’s Ct. Mar. 15,2013), http://www.
pkulaw.cn/CLI.C.1384832.

(2013)iili ) 7 556805

‘Wang 2013b

Wang Moumou Feifa Huoqu Gongmin Geren
Xinxi An (ERFARERI A KA AEBZE) [Inre
Wang Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Pudong New
Area People’s Ct. Mar. 13,2013), http://www.
pkulaw.cn/CLI.C.1385514.

(2013)iHi A 556795

Wang 2013c

Wang A Feifa Huoqu Gongmin Geren Xinxi An
(FadBEkI A RAAE B Z) [In re Wang A
Unlawful Obtainment of Personal Information
of Citizens] (Shanghai Minhang Dist. People’s
Ct. June 8,2013), http://www.pkulaw.cn/
CLI.C.2009229.

OBV F5T76'S

Wang 2013d

Wang xx Feifa Huoqu Gongmin Geren Xinxi

An (EX X AERPA RN AfEEZ) [Inre
Wang xx Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Hongkou Dist.
People’s Ct. May 10,2013), http://www.pkulaw.cn/
CLI.C.1997272.

(2013) L) 7554155
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Abbreviated
Case Name

Full Citation

Chinese Case Number

Wu 2012

Wu Mou Feifa Huoqu Gongmin Geren Xinxi An
GRUEEARZER A RN AE B ) [In re Wu Mou
Unlawful Obtainment of Personal Information
of Citizens] (Shanghai Putou Dist. People’s Ct.)
(Shanghai Putou Dist. People’s Ct. Nov. 11,2012),
http://www.pkulaw.cn/CLI.C.1395357.

(2012) % JHH) 5558695

Wu 2013

Wu Mou deng Feifa Huoqu Gongmin Geren
Xinxi An (RFEFARDIRA RAAME L Z) [Inre
‘Wu Mou et al. Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Zhabei Dist.
People’s Ct. Oct. 18, 2013), http://www.pkulaw.cn/
CLI.C.2166908.

(2013) [ 4 7551053

Xing 2014

Xing Moumou Feifa Huoqu Gongmin Geren
Xinxi An (BERAEZZA RN AGEEZE) [Inre
Xing Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Hongkou Dist.
People’s Ct. Mar. 24, 2014), http://www.pkulaw.cn/
CLI.C.2804349.

(2014) ATl 7552465

Xu 2012

Xu x Feifa Huoqu Gongmin Geren Xinxi An (%
X AL A RANAF R Z) [In re Xu X Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Hongkou Dist. People’s Ct. Aug. 15,
2012), http://www.pkulaw.cn/CLI.C.1395825.

(2012) UL IHIHI 7257975

Xu 2013a

Xu Mou Feifa Huoqu Gongmin Geren Xinxi An
(TRBEARZR A IR AME B Z) [In re Xu Mou
Unlawful Obtainment of Personal Information
of Citizens] (Shanghai Pudong New Area
People’s Ct. Apr. 18, 2013), http://www.pkulaw.cn/
CLI.C.1346668.

(2013)7H M HI“7-551087 %5

Xu 2013b

Xu Moumou Feifa Huoqu Gongmin Geren Xinxi
An (RFFEARZIRICA R NGB ZE) [Inre

Xu Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Pudong New
Area People’s Ct. Feb. 4,2013), http://www.pkulaw.
cn/CLI.C.1385502.

(2013)iiliI) 7554415

Xue 2012

Xue Mou Feifa Huoqu Gongmin Geren Xinxi An
(BERE AR A AN A E B E) [In re Xue Mou
Unlawful Obtainment of Personal Information
of Citizens] (Shanghai Songjian Dist. People’s Ct.

July 26,2012), http://www.pkulaw.cn/CLI.C.953035.

(2012)FA TR 74510505

XXX 2012a

XXX Feifa Huoqu Gongmin Geren Xinxi An
(XXXARHEPH A RAAEEE) [In re XXX
Unlawful Obtainment of Personal Information of
Citizens] (Shanghai Xuhui Dist. People’s Ct. Sept.
17,2012), http://www.pkulaw.cn/CLI.C.1399252.

2012)IR Y F 557135

XXX 2012b

XXX Feifa Huoqu Gongmin Geren Xinxi An
(XXXFARIA A A ME B ) [In re XXX
Unlawful Obtainment of Personal Information of
Citizens] (Shanghai Xuhui Dist. People’s Ct. Sept.
7,2012), http://www.pkulaw.cn/CLI.C.951951.

(2012)43% T #1 55680 %

Yan 2012

Yan Mou Feifa Huoqu Gongmin Geren Xinxi An
(BEARZESRIA IR A5 B %) [In re Yan Mou
Unlawful Obtainment of Personal Information of
Citizens] (Shanghai Huangpu Dist. People’s Ct.
Sept. 9,2012), http://www.pkulaw.cn/CLI.C.879410.

(2012)H R 5 559715
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Abbreviated
Case Name

Full Citation

Chinese Case Number

Yang 2014

Yang Mou deng Feifa Tigong Gongmin Geren
Xinxi, Feifa Huoqu Gongmin Geren Xinxi An (#
FEFARER A RN AE R AREIA RN
{7 5. %%) [In re Yang Mou et al. Unlawful Provivion
of Personal Information of Citizens, Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Zhabei Dist. People’s Ct. Apr. 24,2014),
http://www.pkulaw.cn/CLI.C.2810328.

(2014) IR JRI#]“F- 52445

Yao 2013

Yao Moumou Chushou, Feifa Tigong Gongmin
Geren Xinxi, Feifa Huoqu Gongmin Geren Xinxi
An (BRI ARERBARD NG L Ak
IR AN AfE B %) [In re Yao Moumou Sale,
Unlawful Provision of Personal Information

of Citizens, Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Hongkou Dist.
People’s Ct. Dec. 19,2013), http://www.pkulaw.cn/
CLI.C.2277534.

(2013)UT T HI7-551373 %5

Ye 2013

Ye Mou deng Feifa Huoqu Gongmin Geren
Xinxi Ant S AEERICA R AFRE) [Inre
Ye Mou et al. Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Fengxian Dist.
People’s Ct. July 30,2013), http://www.pkulaw.cn/
CLI.C.1976859.

(2013) I 7556495

Zhang 2014a

Zhang Moumou Feifa Huoqu Gongmin Geren
Xinxi An (FREAEAHEIRINA RAMAEEZ) [Inre
Zhang Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Hongkou Dist.
People’s Ct. Apr. 4,2014), http://www.pkulaw.cn/
CLI.C.2649539.

(2014) UL TR 4] 7552505

Zhang 2014b

Zhang Moumou Feifa Huoqu Gongmin Geren
Xinxi An (FRFEIEIEZIRIA RAAME B ZE) [Inre
Zhang Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Jinshan Dist.
People’s Ct. Jan. 22,2014), http://www.pkulaw.cn/
CLI.C.2288009.

(2014) S JIHI 25685

Zhang 2014c

Zhang Moumou Feifa Huoqu Gongmin Geren
Xinxi An (K5 HARESINA RN AEBZE) [Inte
Zhang Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Xuhui Dist.
People’s Ct. July 23,2014), http://www.pkulaw.cn/
CLI.C.3208240.

(2014)1TRIHI 7556725

Zhang 2013

Zhang Mou Feifa Huoqu Gongmin Geren

Xinxi An (FRIFEARERIA BRA AME B %) [Inre
Zhang Mou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Pudong New
Area People’s Ct. Mar. 15,2013), http://www.
pkulaw.cn/CLI.C.1338202.

(2013)3Hi A 456815

Zhang 2014d

Zhang Moumou deng Feifa Huoqu Gongmin
Geren Xinxi An (FRREAGIEZERUA RASA
f52%) [In re Zhang Moumou et al. Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Pudong New Area People’s Ct. Feb. 24,
2014), http://www.pkulaw.cn/CLI.C.2321788.

Q014 75571
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Abbreviated
Case Name

Full Citation

Chinese Case Number

Zhang 2014e

Zhang Yi Feifa Huoqu Gongmin Geren Xinxi,
Chushou Gongmin Geren Xinxi An (3K 2,312
PIARDAFEE HELARMAFER) [In

re Zhang Yi Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Hongkou Dist.
People’s Ct. Jan. 24,2014), http://www.pkulaw.cn/
CLI.C.2286984.

(2013) 4L 75513685

Zhao 2014

Zhao Moumou Feifa Huoqu Gongmin Geren
Xinxi An (@R ARERI A RAAEBE) [Inre
Zhao Moumou Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Xuhui Dist.
People’s Ct. Aug. 29,2014), http://www.pkulaw.cn/
CLI.C.3431761.

(2014) T 75851

Zhou 2010

Zhou Mou deng Feifa Huoqu Gongmin Geren
Xinxi An (RS ARERIA R AME B ) [Inre
Zhou mou et al. Unlawful Obtainment of Personal
Information of Citizens] (Shanghai Pudong

New Area People’s Ct. Aug. 5,2010), http://www.
pkulaw.cn/CLI.C.600964.

(2010)7l ) 75514505

Zhou 2014a

Zhou Moumou deng Feifa Huoqu Gongmin
Geren Xinxi An (J3EREEVERA RN

{55 B %) [In re Zhang Moumou et al. Unlawful
Obtainment of Personal Information of Citizens]
(Shanghai Pudong New Area People’s Ct. Feb. 20,
2014), http://www.pkulaw.cn/CLI.C.2487648.

(2014)H IR 7556635

Zhou 2014b

Zhang Yi Feifa Huoqu Gongmin Geren Xinxi An
(A ZARZESIA A AME B %) [In re Zhou Yi
Unlawful Obtainment of Personal Information
of Citizens] (Shanghai Hongkou Dist. People’s
Ct. Mar 25,2013), http://www.pkulaw.cn/
CLI.C.2585918.

(2014) LRI 55652495

Zhu 2012b

Zhu Moumou deng Feifa Huoqu Gongmin Geren
Xinxi An CRAESFARE R A RDAE BE)

[In re Zhu Moumou et al. Unlawful Obtainment
of Personal Information of Citizens] (Shanghai
Qingpu Dist. People’s Ct. Apr. 17,2014), http:/
www.pkulaw.cn/CLI.C.2683405.

(2014) F T H] 7 H5 4405

Zhu 2012a

Zhu Moumou deng Xinyongka Zhapian, Fanghai
Xinyongka Guanli, Yanshi, Yinman Fanzui Suode,
Chushou Gongmin Geren Xinxi, Feifa Huoqu
Gongmin Geren Xinxi An (A F345 45 H R VEH
DiEGRE R, . BRICAE TS, HEAR
ANE RS AREPIA R AE B Z) [In re Zhu
Moumou et al. Credit Card Fraud, Hinderance of
Credit Card Management, Concealing Criminal
Gains, Sale of Personal Information of Citizens,
Unlawful Obtainment of Personal Information of
Citizens] (Shanghai Zhabei Dist. People’s Ct. May
18,2012), http://www.pkulaw.cn/CLI.C.1385459.

(2011) I JRIB] 7 582345

Zuo 2013

Zuo Mou Feifa Huoqu Gongmin Geren Xinxi An
(AERAREIRI A R AE B E) [In re Zuo Mou
Unlawful Obtainment of Personal Information

of Citizens] (Shanghai Pudong New Area
People’s Ct. Mar. 21, 2013), http://www.pkulaw.cn/
CLI.C.1338232.

(2013)aliTiI 7558655
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APPENDIX B: CASE Dara

The following is a compilation of all the data used in this research.
The cases are arranged by date, beginning with the earliest. The amount
of PIC, the nature of the PIC, and the means of acquisition are also list-
ed. In the rightmost column, “Serious Circumstances,” certain aspects
of the case that could be construed as serious circumstances or rele-
vant for sentencing are listed. The term “EXEMPT” means that the de-
fendant was found guilty of unlawful acquisition but for other reasons
was exempted from punishment. In the Zhou 2010 case, a number of
defendants were found guilty but their sentences were not mentioned.
There, the table will show a question mark. For certain cases, such as Xu
2013b, the court filtered the PIC for duplicates. Where this is the case,
the PIC amount will have the initial number followed by a number ex-
cluding duplicates in parentheses. The full citation for the cases is found
in Appendix A.

PIC Serious
Name Date Def. Term Fine A Nature of PIC | Means Circum-
mount
stances
Lai 2010 |2010.01.29 | ##iXX 12 10,000 |40 Individual Purch. |Private
whereabouts. investigator;
40,000 yuan
profit; paid
for on per
PIC basis;
target spec.
individuals.
Lu2010 |2010.04.16 |[#*XX 10 10,000 {200,000 Unclear. Purch. |2,000 yuan
profit.
BifiXx 11 10,000 |140,000 Unclear. Purch. 1,500 yuan
profit.
Zhou 2010.08.05 | A3t 12 20,000 980,000 Info on Acq. Principal; sold
2010 wealthy for profit.
At 24 40,000 (30,000,000 |individuals. — [acq~ [Principal.
gRAEIE |2 ? 10,000,000 Acq. Accessory.
R ? ? 980,000 Acq. Accessory.
[:E= ? 980,000 Acq. Accessory.
AR |2 ? 980,000 Acq. Accessory.
EHRIE (2 ? 980,000 Acq. Accessory.
gRAe ? ? 30,980,000 Acq. Accessory.
FRIEHE |2 ? 240,000 Trick. | Accessory;
fraud.
RHELL |Exempt |Exempt |20,000,000 Purch./ |Accessory.
trick.
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PIC Serious
Name Date Def. Term Fine A Nature of PIC | Means Circum-
mount
stances
Lan 2011.01.21 |Z=X 3 1,000 207,898 Info on Purch./ |Accessory;sold
2011 elementary trade. for profit.
school
children.

X X |10 5,000 2,540,844 Info on Purch./ |Principal; sold
elementary trade. for profit; paid
school 3,000 for PIC.
children.

XX |18 15,000 |16,823,533 |Purchase Purch./ |For profit; paid
orders. trade. 3,400 for PIC.

# X X |Exempt |Exempt |41,042 Purchase Purch./ | Accessory;sold
orders. trade. for profit; paid

1,000 for PIC.

XX |11 7000 2,767.846 Students Purch./ |For profit.
and business | trade.
owners.

FRX X (11 5,000 2,767.846 Students Purch./ |For profit.
and business | trade.
owners.

XX (17 15,000 16,823,533 |Unclear. Purch./ |For profit.

trade.

FX X [10.5 10,000 6,246,842 Unclear. Purch./ |3,400 profit;

trade. paid 1,000 for
PIC.
i} X X |Exempt |Exempt |30,449 Unclear. Purch./ | Accessory;sold
trade. for profit; paid
2,000 for PIC.

XX X |None [3,000 42,191 Unclear. Purch./ |For profit.

trade.

B X 5 2,000 336,187 Unclear. Purch./ | Accessory;sold

trade. for profit.

XX |8 5,000 755,599 Unclear. Purch./ |For profit; paid

trade. 1,500 for PIC.

FX X |14 10,000 6,246,842 Unclear. Purch./ |For profit; paid

trade. 3,400 for PIC.
Hou 2011.08.18 |k |None 5,000 550 Finance. Trade.
2011
Chen 2011.12.08 |B&H: 7 2,000 88 Phone records. | Purch. {20,000 profit;
2011a paid 17000 for
PIC; source
telecomm co.
Jifi 3 None 5,000 10 Phone records. | Purch. 900 profit;
paid 4,100 for
PIC; source
telecomm co.
Chen 2011.12.21 | 5KHE 4 4,000 Unclear. Real estate. Acq. None.
2011b |4 4,000

38 10 10,000

B 10 10,000

o 12 12,000

pJES 8.5 8,000
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PIC Serious
Name Date Def. Term Fine Nature of PIC | Means Circum-
Amount
stances
Zhu 2012.05.18 |HHH |3 5,000 50 Finance. Purch. {300 yuan profit;
2012a paid 10-100 for
PIC.
RS 4 10,000 (100 1,000 yuan
profit; paid 10-
100 for PIC.
THH: (6 10,000 {250 4,000 yuan
profit; paid 10-
100 for PIC.
BREE |6 10,000 |300 Thousands of
yuan of profit;
paid 10-100 for
PIC.
fERSE |15 30,000 1,000 30,000 yuan
profit; paid 10-
100 for PIC.
B 15 30,000 |2,000 20,000 yuan
profit; paid 10-
100 for PIC.
Huo 2012.06.19 | &M 12 20,000 |59 Phone records; | Purch.  |Private
2012 census investigator/
data; hotel PIC business.
BRI |6 5000 |9 registration; Private
flight. investigator/
fnfor'matl'on; accessory; PIC
immigration business.
records; phone
location.
Xue 2012.0726 | 4 1,000 70 Residence and | Purch. |Private
2012 vehicle info. investigator/
debt collection;
10,000 yuan
profit.
Xu 2012 {2012.08.15 |#:X 5 2,000 Unclear Contact. Acq. For profit.
XXX 2012.09.07 [XXX 12 2,000 195 Locational Purch. |Private
2012b info: corporate |from investigator/
registration;  |illegal |debt collection.
hotel suppli-er.
registration;
car
registration;
flight
information;
etc.
XXX 2012.09.17 | XXX 6 2,000 Targeted Phone records, | Purch. | Private
2012a multimedia investigator/
messages, illegal PIC
WLAN business;
recrods, 13,000 profit.
transaction
fees, finaicial,
vehicle
registration,
hotel records,
bank deposits
Chen 2012.09.24 |B5H: 6 1,000 28 Unclear. Purch. |Sold for profit.

2012




2016] DON'TASK, DON’T SELL 145
PIC Serious
Name Date Def. Term Fine Nature of PIC | Means Circum-
Amount
stances
Yan 2012.09.24 | Fik 6 1,000 100 Unclear. Purch. |Sold for profit.
2012
Wu 2012 [2012.11.02 | #{HE 7 10,000 (337 Financial, Purch. | For profit.
hotel,
residence.
Shang- [2012.12.28 | T4t 12 5,000 90,000,000 |Contact; Purch. |For profit; the
hai 2012 i 12 10.000 bank; infant; company paid
: consumer 2,500,000 for

PR 18 20,000 records. PIC; the rest of

R |24 20,000 the defendants

L% INJA 1,000, took part in

s 000 acquiring the

Sty PIC.

M55

NG|

Cao 2013.01.07 |#HHE 5 1,000 (200 The opinion | Acq. Profit
2013 referred to unknown.
b= 5 1,000 |2 400 fiata; Purch. |Hundreds of
(4008 fii yuan of profit;
E‘)’ although paid hundreds
it is unclear for PIC.
hat this is.

G 1000|200 WRALHIS IS P Acq. | Tensof
thousands of
yuan of profit.

[E S 6 1,000 6 Purch. |Thousands of
yuan of profit;
paid thousands
for PIC.

[ 7B 6 1,000 8 Purch. |Thousands of
yuan of profit;
paid thousands
for PIC.

EES 8 1,000 {200 Acq. Tens of
thousands of
yuan profit.

7B S 8 1,000 (200 Purch. |Tens of
thousands of
yuan profit;
paid tens of
thousands for
PIC.

Chen 2013.01.16 [BRK: 6 10,000 {20,000 Unclear. Acq. Criminal sale.
2013b

Song 2013.01.22 | ARHE 9 10,000 {50,000 Contact. Acq. Criminal sale.
2013

Xu 2013.02.04 |#&HE |6 10,000 [1,000,000 |Purchase Purch. |Paid 400 for
2013b (280,000) |orders. PIC.

Liu 2013.02.04 |Xx)HHE |8 15,000 |1,000,000 |Purchase Purch. |Paid 10,000 for
2013b (280,000) |orders. PIC.

Huang |2013.03.13 |#HH |6 10,000 1,000,000 |Purchase Purch. |[Paid 100 for
2013 (280,000) |orders. PIC.

Wang 2013.03.13 | EH:H: |7 10,000 1,000,000 |Purchase Trade. |[Sold for 119
2013b (280,000)  |orders. profit.
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PIC Serious
Name Date Def. Term Fine A Nature of PIC | Means Circum-
mount
stances
Guang- (2013.03.14 VTR |6 10,000 1,000,000 |Unclear. Purch. |The company
zhou ks e 10.000 | (280,000) paid 5,000 for
2013 . PIC, and it was
;#ﬁli N/A 30,000 presumably for
7y a profit.
k%513
B2 )
PAEHE |None {30,000
Fu2011 [2013.03.15 [f}%HE (5 10,000 {5,000 Client info. Theft. |For profit;
caused
economic
loss to 3d co.;
obtained from
workplace.
Wang 2013.03.15 | FHE |7 10,000 1,000,000 |Purchase Purch. | For profit; paid
2013a orders. 1,600 for PIC.
Keji 2013.03.15 |BFEHE |6 10,000 [1,000,000 |Purchase Purch. | The company
2013 TRE |7 10,000 1,000,000 |orders. paid 500
— - — for PIC,
i;\ii N/A 30,000 [1,000,000 presumably for
’A\ﬂ profit.
Li2013a {2013.03.15 |ZHHE |14 20,000 {71,158 Unclear. Purch. |Sold for profit.
Zhang [2013.03.15 |ikH%: 7 10,000 [1,000,000 |[Unclear. Purch. |For profit; paid
2013 800 for PIC.
Shang- (2013.03.21 |[EIHXH |6 10,000 1,000,000 |Purchase Purch. |For profit; paid
hai orders. 900 for PIC.
2013¢ ik [Corp. [30,000 {1,000,000  |Purchase Purch. | For profit; paid
P p p
HAE A orders. 900 for PIC.
BHEA
B2
Zuo 2013.03.21 | A0 7 10,000 [1,000,000 |Purchase Purch. |For profit; paid
2013 orders. 900 for PIC.
Li2013b [2013.04.02 |[ZHE4E (9 15,000 {2,259,920 |Unclear. Purch. |Paid 2,000 for
(280,000) PIC.
Xu 2013.04.18 |14 6 1,000 1,000,000 | Unclear. Purch. |Paid 500 for
2013a (280,000) PIC.
Lu 2013.04.24 |FiHE |4 2,000 20 Residency, Purch. |Private
2013b car, bank, cell investigator/
location. PIC business;
sold for profit.
Hua 2013.04.28 |fH: 12 5,000 20 ID, financial, |Purch. |50,900 yuan
2013 individuals |real estate, profit.
bank account
#, vehicle
registration,
etc. of specific
individuals.
Liu 2013.05.02 | X3 6 10,000 |32 Residence; Purch. |Private
2013a hotel. investigator;
38,700 yuan
profit.
Wang 2013.05.10 [EXX (4 1,000 6 Information | Purch. |[Sold for profit.
2013d of specific

individuals re:
residence, cars,
hotel, family
members.
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PIC Serious
Name Date Def. Term Fine Nature of PIC | Means Circum-
Amount
stances
Beijing [2013.05.21 |F&4 6 10,000 1,000,000 |Purchase Purch. |Purchased by
2013i [T 6 10.000 |1.000.000 |orders. company for
- — fit.
FHHE |6 5000  |1,000,000 pro
JEmk INJA 30,000 |1,000,000
HaA
BT
FATIR
AFNL
BV N
)
Wang 2013.06.08 |+a 6 10,000 |53 Unclear. Purch. |Sold for profit.
2013c
Gao 2013.06.18 | fHt 10 3,000 special Information Purch. 14,500 yuan
2013 on specific profit.
individuals re:
location, hotel
stay, residence,
enter and exit
records, etc.
Guo 2013.0718 | ZBIHEHE |7 3,000 |400 Unclear. Acq. For profit.
2013
Ye 2013 [2013.0730 |3t 11 10,000 |83,908 Finance. Purch. | Accessory;
130,000 yuan
profit.
24 11 10,000 {83,908 Purch. |Accessory;
110,000 yuan
profit.
TR 11 10,000 |83,908 Purch. | Accessory;
100,000 yuan
profit.
IR 111 10,000 83,908 Purch. |Accessory;
60,000 yuan
profit.
FHRE (11 10,000 {83,908 Purch. |Accessory;
80,000 yuan
profit.
TR 11 10,000 [83,908 Purch. | Accessory;
100,000 yuan
profit.
IR 112 15,000 {83,908 Purch. | Accessory;
300,000 yuan
profit.
AN 12 15,000 [83,908 Purch. |Accessory;
230,000 yuan
profit.
I 12 15,000 [83,908 Purch. |Accessory;
230,000 yuan
profit.
IH- 3 18 50,000 (83,908 Purch./ |Principal;
theft 1,500,000
profit.
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PIC Serious
Name Date Def. Term Fine Nature of PIC | Means Circum-
Amount
stances
Shang- [2013.08.02 |fikHt 9 15,000 [3,000,000 | Vice president Xu Mou instructed the
}21811 - W 9 15,000 (40,000) h}?ad of the in{)ormz;\t/i[on departn;lent of
. the company, Peng Mou, to purchase a
2|10 15,000 customer list from Number One Website
i [N/A 30,000 (“—5 JEM347). Peng obtained the
1 database account numbers, passwords,
EEEa and the server’s IP address from Number
PR\ ] One Website’s employee, Mou Moumou.
Peng then on three separate occasions
stole from Number One Website a total
of 3,000,000 (400,000 after duplicates)
pieces of PIC concerning client order
information. Peng also embezzled the
funds that were supposed to be used
to purchase the client list. Xu Mou was
held liable under a theory similar to
respondeat superior.
Chen 2013.09.25 |FRIEHE |9 5,000 3,200 Unclear. Purch. |Fraud.
2013a
Wu 2013 {2013.10.18 | %3 10 5,000 918 Information Purch./ |Private
of specific investi- |investigator/
individuals. gation. |PIC business.
Wu 2013 {2013.10.18 | %4 10 4,000 918 Unclear. Purch. |For profit.
Fang 2013.11.01 |7t 9 1,000 1,461 Info on Purch. |For profit.
2013 finance,
property,
infants.
Han 2013.11.04 |54 12 20,000 {40,161 ID, financial, |Purch. |For profit.
2013 real estate,
bank account
#, vehicle
registration,
etc. of specific
individuals
Peng 2013.11.06 |#ZHH: |6 2,000 |16 (see Background [Purch. |Private
2012 note) checks, investigator.
infidelity,
child behavior
monitoring,
business
intelligence.
Li2013c {2013.12.09 |Z4: 10 10,000 {10,000 Unclear. Acq. Sold for profit.
Lu2013 [2013.12.19 | /5% Exempt | Exempt [1,000+/4 Contact. Purch. |For profit.
pages
Lu 2013.12.19 | Fiti e Exempt |Exempt |50 Contact. Purch. | For profit.
2013a
Yao 2013.12.19 | #kHH: |Exempt [Exempt |70 Contact. Purch. | For profit.
2013
Luo 2013.12.23 | ¥'% Exempt |Exempt [100 Contact. Purch. | For profit.

2013
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Shang- [2013.12.24 |3t 16 30,000 |6,000,000 |The corp. def. contracted | Accessory.
hai W 18 40,000 with Xingye Bank and
2013a China Eastern Airlines
TR |20 50,000 to market credit cards.
R IN/A 200,000 The general manager
K of the corp. def., Qiao,
e None |None instructed Shen to meet
with an employee of
China Eastern Airlines
and purchase 600 pieces
of PIC on members
of the “Eastern Miles
Club” for 200,000
yuan. It appears the
employee did not have
authorization to obtain
the information. The
PIC was used for the
telemarketing activities
of the corporate
defendant. Wang
Moumou arranged the
meeting. Yang Yi was the
legal representative of
the corporate defendant
and authorized
the purchase.
Principal.
Principal.
Accessory.
Tian 2014.01.15 |HIEE |6 8,000 60,000 Unclear. Purch. |Sold for profit.
2014
Shang- |2014.01.15 |XI3EH |9 10,000 {90,000 Unclear. Purch. | For profit.
hai s [N/A 15,000 |90,000 Unclear. Purch. | For profit.
2014a B
A
PR ]
Zhang |2014.01.22 |3kFH: |6 3,000 31,000 Contact. Theft. 1,000 profit;
2014b obtained from
workplace.
Shai 2014.01.23 |ABHEE |6 5,000 55,000 Contact. Purch. | For profit.
2014
Shang- [2014.01.23 |RKH |6 5,000 60,000 Unclear. Purch. |For profit.
hai B |IN/A 20,000 {60,000 Unclear. Purch. | For profit.
2014b S
G
B2
)
Tang 2014.01.24 | RS |Exempt |Exempt [1,500/72 Contact. Acq.
2014 pages
Zhang [2014.01.24 |5k & Not Not 1,500 Contact. Acq. Insurance PIC.
2014e Guilty | Guilty
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Long 2014.02.13 (4 5 5,000 210,000 Unclear. Purch.
2014 s |7 10,000 (3,000,000 |Unclear. Purch.
LR |18 20,000 {100,000, Unclear. Purch. {4,000 yuan
000 profit; paid
4,000 for PIC.
xS 21 20,000 |100,000, Unclear. Acq. 4,000 yuan
000 profit; paid
5,500 for PIC.
Zhou 2014.02.20 | FAHE |5 1,000 7000 Unclear. Purch. |For profit; paid
2014a 500 for PIC.
RS |5 1,000 7000 Unclear. Purch. |For profit; paid
500 for PIC.
Zhang [2014.02.24 |[#H% (3 3,000 1,000 Unclear. Purch. | For profit.
2014d e E 3,000 |1,000 Unclear. Purch. | For profit.
Song 2014.02.27 |RIEH |6 1,000  [35,000 Unclear. Acq. For profit.
2014
Gao 2014.03.13 | #5as 4 3,000 5,000 Contact. Purch. | For profit;
2014 caused
economic loss
to 3d co.
Lu2014 |2014.03.18 |Fhi%d: |15 20,000 |Specific Specific Purch. |Sold 43,400
individuals |individuals. yuan profit.
Han 2014.03.18 |Z=HH |16 3,000 160,000 Unclear. Rept. For profit.
2014
Liang 2014.03.18 |#HHE |6 2,000 5,500 Unclear. Rept. Sold for 500
2012 yuan profit.
Li2014a |2014.03.18 |24t 5+10 2,000 5,500 Unclear. Purch. |Sold for profit;
days paid 500 for
PIC.
Qian 2014.03.19 |44 12 2,000 Individuals. [Information |Acq. Obtained
2014 on from public
government official/police
officials. officer; used
for harassment/
intimidation.
Du 2014 {2014.03.24 |f14: 6 4,000 21,017 Contact. Acq. For profit;
obtained from
workplace.
Fan 2014 |2014.03.24 |Ju}H |6 2,000 339,043 Contact. Purch. |For profit.
Xing 2014.03.24 |JBHH: |12 5,000 |198,187 Contact. Acq. For profit.
2014
Chen 2014.03.24 |BFEHE (12 2,000 5,000,000 |Unclear. Trick. Criminal sale.
2014 [CGEYES)
Tang 2014.03.25 |HKREH (18 5,000 12,857019 | Contact. Purch. |For profit.
2014
Zhou 2014.03.25 |JH & Exempt |Exempt [6,175 Contact. Purch. |For profit.
2014b
Mou 2014.04.02 |BEHE (13 5,000 50,000 Unclear. Purch. | For profit.
2014 FRIE 113 5,000 59,000 Unclear. Purch. | For profit.
Zhang |2014.04.04 |5kHEH |INONE (4,000 [16,000 Contact. Purch. | For profit.
2014a
Li2014b |2014.04.09 |[Z=HHE (4 5,000 15,360 Unclear. Purch. | For profit.
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Zhu 2014.04.17 |JeHE (10 10,000 [136,727 Purchase Rept. Accessory;
2012b orders. 100,000 profit.
PR 112 10,000 [136,727 Purchase Rept. Accessory;
orders. 100,000 profit.
B (12 10,000 (136,727 Purchase Rept. | Accessory;
orders. 100,000 profit.
PRER |12 10,000 136,727 Purchase Rept. Accessory;
orders. 100,000 profit.
R 118 30,000 |136,727 Purchase Rept. Principal;
orders. 100,000 profit.
AL 18 30,000 |136,727 Unclear. Acq. Principal;
100,000 profit.
Yang 2014.04.24 | HHE 4 10,000 {6,000 Public exam | Purch. |For profit.
2014 B |6 20,000 13,000 ;a‘;ﬁ!da‘e info. [pyrch. | For profit.
WEAE |6 20,000 25,000 Yan g' Mo [Purch. _|For profit,
[ H 7 20,000 {50,000 the vice Purch. |Sold for profit.
W |8 100,000 |50,000 president of  [purch. |Sold for profit.
X A n 1on urch. old for profit.
%7 |9 30,000 |50,000 i‘ecﬁigl“s;y“ Purch. |Sold for profi
wa 10 50,000 {70,000 company, Purch. | For profit.
#wm |10 100, 000 | 70,000 conspired with | Purch. [Sold for profit.
F#gxx [N/A 50,000 {25,000 Xuliatouse o oh ™ T For profit.
o the PIC of
KA public exam
A candidates to
recruit new
%?ﬁX} N/A 100,000 {70,000 students and |Purch. |For profit.
EIE% make a profit.
AR Yang used his
AT position in the
bt N/A 100,000 |50,000 company to Purch. |Sold for profit.
XXXXZ( provide Xu
HRH Jia with about
A 70,000 PIC
G| that included
FHEXX [N/A 10,000 {6,000 the names, Purch.  [Sold for profit.
s ID number,
LV test number,
‘ﬁi A test subject,
A address
and contact
information of
the candidates.
Xu Jia then
transferred
these PIC
to other
companies and
persons, who
also engaged
in recruitment.
Xu Jia would
take a cut of
their profits.
Huang [2014.04.24 |45 |NONE 3,000 4,619 Contact. Purch. |For profit.
2014
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Liu 2014 [2014.04.25 | 43 10 10,000 |10,153 Insurance company Paid 20,000 for
client information. Liu | PIC; insurance
M. was charged with the |PIC.
Mt |12 10.000 |10.153 unlawful sale of PIC.
’ ’ Using his position at the
China Life Insurance
Company, he acquired
client information PIC
and gave it to the other
defendants, who used
the PIC to further their
business. Liu took a cut
of their profits.
Paid 20,000 for PIC;
insurance PIC.
Shi 2014 [2014.05.23 |fajdt4e (8 5,000 4,600 Real estate. Purch. | For profit; paid
800 for PIC.
TR 5,000 4,600 Real estate. Trade. |For profit.
L s 5,000 4,600 Real estate. Trade. |800 profit.
Deng 2014.06.25 [ XK 18 5,000 450,000 Public Purch. |Fraud.
2014 examination
participants.
Lt 114 4,000 {250,000 Public Purch. | For profit.
examination
participants.
Zhang (2014.0723 |ikKEH |[NONE (5,000  [460 Unclear. Purch. | For profit; paid
2014c 32 for PIC.
Mu 2014 |2014.0724 |[A=HHE (15 20,000 |70,000 Telecomm Rept. Accessory;
client list. fraud; caused
Mu Moumou economic loss
purchased of 733,305 yuan
the PIC to 3d co.
STt 20,000 {70,000 onlineand  TRep [ Accessory;
provided them fraud; caused
to the other economic loss
defendants, of 733,305 yuan
who used the t0 3d co.
- client list to
FREH (18 20,000 {70,000 fraudulently Rept. Acces.sory;
sell cell fraud; cgusled
h : economic loss
phones of 733,305 yuan
to 3d co.
BHE (24 30,000 {70,000 Purch. |Principal;
fraud; caused
economic loss
of 733,305 yuan
to 3d co.
Fu2014 |2014.0731 [#FH 6 1,000 200 Unclear. Purch. |Fraud;sold for
profit.
Fiy 6 1,000 {200 Unclear. Purch. | For profit.
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Jiang
2014

2014.08.21

JARER

3,000

Stalking

JIEHR

3,000

Stalking

GBS

1,000

Stalking

ZHRH

5,000

Stalking

Location of an
individual.

Stalk.

Accessory;
revenge/
harassment.

Stalk.

Accessory;
revenge/
harassment.

Stalk.

Accessory;
revenge/
harassment.

Stalk.

Principal;
revenge/
harassment.

Zhao
2014

2014.08.29

L

None

3,000

27

Unclear.

Purch.

For profit.









